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Getting Started on the Device GUI for UTM Firewalls

Feature Overview and Configuration Guide

Introduction

Allied Telesis Unified Threat Management (UTM) Firewalls are the ideal integrated security platform
for modern businesses. Our UTM firewalls have an integrated architecture built on the AlliedWare
Plus™ OS, bringing its verified and superior operation to the security needs of today's networks. As
well as Allied Telesis' advanced feature set, and powerful VPN connectivity options for remote
network access, the firewalls utilize best of breed security providers, for up-to-the-minute protection
from all known threats.

This guide covers the following products:

m  AR-Series UTM Firewalls (AR3050S, AR4050S, and AR4050S-5G)
®  10GbE UTM Firewall

®  AR4000S-Cloud

m  ARX200S-GTX

m  ARX200S-GT

TQR Series (TQ6702 GEN2-R, TQ6702e GEN2-R, TQ7403-R)

The 10GbE UTM Firewall is a virtualized version of the UTM Firewall that can be run on the Vista
Manager Network Appliance (VST-APL).

The AR4000S-Cloud is a virtual router product that provides functions such as VPN and firewall that
can be run in an Amazon Web Services (AWS) cloud environment or Microsoft Hyper-V virtual
environment.

The screenshots in this guide were made with a AR4050S UTM Firewall running AlliedWare Plus
software version 5.5.5-2.x and Device GUI version 2.22.0. To replicate this setup, please use these
versions.

Allied\Ware Plus”
OPERATING SYSTEM
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What information will you find in this document?

The Device GUI provides graphical management and monitoring for switches, UTM firewalls, and
VPN routers running the AlliedWare Plus operating system.

This guide shows how to configure a UTM Firewall using the Device GUI. You can use the Device
GUI to setup the firewall and configure entities (zones, networks and hosts). You can then create the
firewall NAT and traffic-control rules for managing traffic between these entities.

You can enable, configure, and customize advanced firewall features such as Application control
and Web control. For an even more comprehensive security solution, you can configure threat
management features such as Intrusion Prevention, Malware protection, and Antivirus.

The GUI also supports a number of other features such as interface, VLAN, file, log, and wireless
network management, as well as a CLI window and a Dashboard for network monitoring. The
Dashboard shows interface and firewall traffic, system and environmental information, and the
security monitoring widget lets you manage which security features are enabled, as well as
providing statistics. The top 10 applications and top 10 categories widgets indicate which
applications are consuming the most firewall bandwidth. You can configure rules in response to this
monitoring.

You can configure the complete AlliedWare Plus feature-set by utilizing the built-in industry standard
Command Line Interface (CLI) window within the Device GUI.
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Products and software version that apply to this guide
This guide applies to:

All AR-Series UTM Firewalls running version 5.4.7-x.x or 5.4.8-x.x or later.
Supported models include:

m  AR3050S
m  AR4050S

®  AR4050S-5G from version 5.5.1-1.3 onwards.

The 10GbE UTM Firewall, running version 5.5.1-2.x or later.

The AR4000S-Cloud, running version 5.5.2-2.x or later.

The 10GbE UTM Firewall is supported running on the Vista Manager Network Appliance (VST-APL).

The AR4000S-Cloud is supported running on the Amazon Web Services (AWS) cloud environment,
and Microsoft Hyper-V virtual environment.

Note: The screen shots in this guide were made with a router running AlliedWare Plus software
version 5.5.5-2.x and Device GUI version 2.22.0. To replicate this setup, please use these
versions.

Feature support may change in later software versions. For the latest information, see the following
documents:

m  The product’s Datasheet
® The AlliedWare Plus Datasheet

® The product’s Command Reference

These documents are available from the above links on our website at alliedtelesis.com.
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Related documents

You also may find the following AlliedWare Plus Feature Overviews useful:
m Firewall and Network Address Translation (NAT)

m  Advanced Network Protection

This document describes the Advanced Network Security features on the AR4050S, AR4050S-
5G and AR3050S, how to configure them, and the logging available for:

®m Intrusion Prevention System
m  Anti-virus

m  Malware Protection

m |P Reputation

m  Web Control

m  URL Filtering

It also provides information about: choosing a firewall and features to meet the security and
performance needs of your network using Unified Threat Management (UTM) Offload with the
AR4050S for sharing the processing load with a second physical or virtual device.

To configure an Allied Telesis VPN Router or switch using the Device GUI see the following guides:
m  Getting Started with the Device GUI for VPN Routers Guide

m Getting Started with the Device GUI on Switches

For detailed documentation on wireless configuration, see:

m  User Guide: Wireless Controller using the Device GUI.
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10GbE UTM Firewall documents

The following documents contain additional information about configuring the 10GbE UTM Firewall
on VST-APL.

m  10GbE UTM Firewall Product Information Datasheet

m Installation Guide: Vista Manager Appliance (VST-APL)

B Release Notes: Vista Manager Network Appliance (VST-APL)
B Release Notes for 10GbE UTM Firewall

m  User Guide: Vista Manager Network Appliance (VST-APL)

AR4000S-Cloud documents

The following documents contain additional information about configuring the AR4000S-Cloud on
AWS.

® AR4000S-Cloud Product Information Datasheet

m |[nstallation Guide: AR4000S-Cloud on Amazon Web Services (AWS)
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Updating the GUI

Note: This section details how to upgrade for the AR3050 and AR4050 series devices.
B To upgrade your 10GbE UTM Firewall, refer to the 10GbE UTM Firewall Release Note.

®  To upgrade your AR4000S-Cloud, refer to the AR4000S-Cloud documentation.

As new versions of the Device GUI become available with additional functionality, they will also be
made available on the update server to be downloaded and installed on the firewall. You can update
the GUI version using the CLI or use the File Management menu in the firewall’'s GUI.

Using the CLI to update the GUI version

To check if there is a new version of the Device GUI, and install it on your firewall, firstly ensure that
the firewall can contact the update server and then enter the following command from the CLI
window:

update webgui now

Using the GUI to update the GUI version

If you would like to use the GUI to update the GUI version, use the following steps:

1. Obtain the GUI file from our Support Portal centre. The filename ends in ‘.gui’. The file is not
device-specific; the same file works on all AlliedWare Plus devices.

2. Log into the GUI:

Start a browser and browse to the device’s IP address, using HTTPS. You can access the GUI via
any reachable IP address on any interface.

The GUI starts up and displays a login screen. Log in with your username and password.
The default username is manager and the default password is friend.

3. Go to System > File Management

System

About

File Management

License Management

C613-22078-00 REV ZA Updating the GUI | Page 8


https://www.alliedtelesis.com/relnote/release-notes-10g-utm-fw-553
https://www.alliedtelesis.com/products/security-appliances/virtual-utm-firewall#resources-tab
https://alliedtelesis.my.site.com/Support/CustomerCommunityHome

4. Scroll down to the Flash section

File Management  Reboot
Set Boot Release File
Current: Va
Baekup: Vi
Set Boot Config File
Current: Va
Baekup: Va
Running: View Configuration
Storage Usage
1% I 417.4M/ 366
fs / flash © Upload
Name Modified — Size(bytes) — Actions.
ARA050S-5.5.4-2.3.1el 4/17/2025,11:03:38 AM 61862563 * | ]

5. Click Upload to upload a GUI file

fs / flash

Name ~

ARA0505-5.5.4-2.3 rel

AR4D505-5.5.5-0.5.rel

AR40505-5.5.5-1.3.rel

Modified —

4/17/2025,11:03:38 AM

8/1/2025,10:45:16 AM

10/7/2025,1008:16 AM

Size(bytes) —

61862563

64525599

64049179

Actions
* L]
* L]

¥ u

6. Locate and select the GUI file you downloaded from our Software Download centre. The new GUI
file is added to the File Management window.

7. Use a Serial console connection, Telnet, or SSH to access the CLlI, then enter the following
commands. These commands configure the device to use GUI files that are stored in Flash, and

then stop and restart the HTTP service:

awplus# configure terminal

awplus (config)# gul preference flash

awplus (config)# no service http

awplus (config)# service http
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8. Inthe Device GUI, go to System > About to check that the latest file has been successfully added
to the device. Look for the GUI Version and GUI Build entries. The first part of the GUI Build entry
is the GUI build date.

About m
FindMe
LED Pattern Timeout
Al v | 1minute - Disabled (@)
System Information
Name: AR4050S-master
SNMP Server Location Details: doenet-snmp
Model AR4050S
MAC Address: 00-00-cd-38-02-6¢
Serial Number: A050496151700051
Environment: @ status:Good v
Gurrent Software AR4050S-awplus_main-20251015-962.rel
Software Version: awplus_main-20251015962
Bootioader: 5.0.4-devel
|su| Version: 2220
Ul Build 20251015.2115
Storage Information
Memory 222 I 558.55 MB / 1.96 GB
Storage Usage: 1% I 417.4M / 3.66

The device GUI service expects a GUI resource file with a .gui extension. If there is more than one
.gui file then it will pick up the one with the highest number in its name.

For example, if the following two files are present:
B awplus-gui_555_27.gui

B awplus-gui_555_28.gui

The GUI service will use the “.gui’ file with the 28 in its name, as this is the highest number.
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Using the wizard to configure Internet and VPN
connections

This section describes how to use the wizard to setup an Internet and VPN connection.

Dashboard

Wizard

Setup an Internet connection

Use the wizard to setup a router's WAN interface along with creating a basic configuration for a LAN.
There are three IPv4 methods available: DHCP, Fixed IP, and PPPoE, and two IP version methods
available: IPoE and V6 Transition (IPv4 over IPv6).

Once the wizard has run, the Setup Summary page displays the current configuration. You can
change other things in the GUI after having run the setup wizard, however if you choose to go back
and run the wizard again, all your previous configuration will be removed.

The configuration steps are as follows:

Step 1: Go to Wizard > Setup

Step 2: Start the Wizard

Setup Wizard
Setup Summary

Router Basic Configuration DHCP Server Configuration
WAN IP Address - DHCP pool name
LAN IP Address vian1! Leasetime
Default Gateway - Target Subnet

DNS Server - IP Address range.

m Click Start Wizard

m If you do have an Internet connection configured, then you’ll see those details displayed in
the Setup Summary screen. Click the Start Wizard button in that same screen to reconfigure
your current Internet connection settings:

®m If you do not have an Internet connection configured, you'll see a blank Setup Summary
screen.

Step 3: Choose a connection method

B Select a method to connect to the Internet
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Select setup method X

Setup Method Options

IPv4

DHCP

Fixed

PPPOE

IPv6

IPoE

Step 4: Configure the connection method
The following section describes the configuration settings for each connection method.

Note: If you turn on the DHCP server, it will assign clients addresses that are in the same subnet as
the LAN interface’s default address. This will not work if you have changed the LAN interface’s
address. In that case, select OFF for DHCP Server and manually configure the DHCP server
from the Network Services menu after the Wizard is complete.

IPv4 - DHCP Connection
Configure the IPv4 DHCP connection:

DHCP Connection X

WAN Interface

ethl v

DNS Servers (Optional)

DHCP Server ON Q

Back

WAN Interface Select the interface used to connect to the Internet, for example eth1.

DNS Servers Specify the DNS server to use for name resolution.

W If you want DHCP to automatically obtain a DNS server address, use the default
Auto.

B [f fixed settings are required, click the down arrow on the right, click + Add DNS
Server, and enter the IP address of the DNS server.

DHCP Server Select:

B Enabled to operate the DHCP server function on the LAN-side interface of the
device and provide IP addresses etc. to the LAN-side terminals.

B Disabled if you do not want to use the DHCP server function.
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IPv4 - Fixed IP Connection

Configure the IPv4 fixed IP connection:

Fixed IP Connection X

IP Address
Default Gateway (Optional)
WAN Interface

ethl v

DNS Servers (Optional)

DHCP Server OFF e

Back m

IP Address Enter the IP address of the WAN-side interface.

Default Gateway Enter the IP address of the default gateway used to connect to the Internet.
WAN Interface Select the interface used to connect to the Internet.

DNS Servers Specify the DNS server to use for name resolution.

Click the down arrow on the right, click + Add DNS Server, and enter the IP address of
the DNS server.

DHCP Server Select:

B Enabled to operate the DHCP server function on the LAN-side interface of the
device and provide IP addresses etc. to the LAN-side terminals.

H Disabled if you do not want to use the DHCP server function.
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IPv4 - PPPoE Connection
Configure the IPv4 PPPoE connection:

PPPoE Connection X

Service Name (Optional)
Username

Password

WAN Interface

eth1 v

DNS Servers (Optional)

DHCP Server OFF e

Service Name This is the PPPoOE service name. You can usually leave it blank.
Enter the PPPoE service name only if your Internet service provider (ISP) has specified
it.

Username PPP user name. Enter the user name for the Internet connection notified by your ISP.
Password PPP password. Enter the password for the Internet connection provided by your ISP.
WAN Interface Select the interface used to connect to the Internet.

DNS Servers Specify the DNS server to use for name resolution.

B [f you want IPCP to automatically obtain the DNS server address when connecting
to PPPoOE, you can leave it as the default.

W [f fixed settings are required, click the down arrow on the right, click + Add DNS
Server, and enter the IP address of the DNS server.

DHCP Server Select:

B Enabled to operate the DHCP server function on the LAN-side interface of the
device and provide IP addresses etc. to the LAN-side terminals.

B Disabled if you do not want to use the DHCP server function.

C613-22078-00 REV ZA Using the wizard to configure Internet and VPN connections | Page 14



IPv6 - IPOE Connection
Configure the IPv6 IPoE connection. There are two tabs in this panel, SLAAC (Stateless Address
Auto-Configuration) and DHCPv6 PD (Prefix Delegation).

1. SLAAC number (RA method)

IPvé IPoE Connection X

SLAAC DHCPv6 PD

WAN Interface

ethl hd

WAN Interface The interface used to connect to the Internet, for example eth1.

m  Click the drop down arrow to select the WAN interface
m  Click Next

The following confirmation panel appears:

Confirm IPoE connection x

Router IPv6 Configuration
WAN Interface

ethl

WAN IPv6 Address

Acquired through SLAAC

LAN IPv6 Address

autoconfig eth1

Warning - this will overwrite existing configuration  Back m

m  Click Apply to continue

C613-22078-00 REV ZA Using the wizard to configure Internet and VPN connections | Page 15



2. DHCPv6 PD (Prefix Delegation)
IPv6 IPoE Connection X
SLAAC ~ DHCPv6 PD
WAN Interface

eth1 hd

Prefix Name

WAN interface Select the interface used to connect to the Internet, for example eth1.

Prefix Name Enter a name to refer to the retrieved prefix.

Vv

B This is the IPv6 prefix name advertised on the router advertisement message sent
from the device.

B The IPv6 prefix name is delegated from the DHCPv6 Server configured for DHCPv6
Prefix-Delegation.

Click the drop down arrow to select the WAN interface
Enter a Prefix Name
Click Next

Check the Confirm IPoE connection dialog and click Apply

6 Transition (IPv4 over IPv6)

Configure the V6 transition options. There are three tabs in this panel:

1.

2.

3

S

DS-Lite

IPv6

. MAP-E

elect a tab, then click Next:

V6 Transition *

DS-Lite IPv6 MAP-E
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1. DS-Lite tab

DS-Lite

WAN Interface

eth1

Tunnel IP

Tunnel Destination

DHCP Server

oFF @@

WAN Interface
Tunnel IP

Tunnel Destination

Select the interface used to connect to the Internet.
Enter the IPv4 adders for the tunnel interface.

Enter the destination address for packets sent over the tunnel.

DHCP Server Select:
B Enabled to operate the DHCP server function on the LAN-side interface of the
device and provide IP addresses etc. to the LAN-side terminals.
B Disabled if you do not want to use the DHCP server function.
2. IPv6 tab
V6 Transition X

D5-Lite IPvE MAP-E

There are two tabs here, SLAAC and DHCPv6 PD:

m [Pv6 - SLAAC

Configure the IPv4 connections with IPv6 IPoE connections (RA method) and IPv6 tunnels (fixed):
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IPve

SLAAC

WAN Interface

ethl

Tunnel IP

Tunnel Destination

Suffix

DDNS Server

DHCP Server

DHCPvé PD

orF @
oFF @

BaCk

WAN Interface
Tunnel IP

Tunnel Destination
Suffix

DDNS Server

DHCP Server
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Select the interface used to connect to the Internet.

Enter the address for the tunnel interface.

Enter the destination address for packets traversing the tunnel.
Enter the interface ID specified in advance by your ISP.

Use the dynamic DNS client feature to notify the update server of the IPv6
address updates.
Select:

B Enabled to operate the DHCP server function on the LAN-side interface of
the device and provide IP addresses etc. to the LAN-side terminals.

H Disabled if you do not want to use the DHCP server function
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m |Pv6 - DHCPv6 PD

Configure IPv4 connections with IPv6 IPoE connections (DHCPv6 PD method) and IPv6 tunnels

(fixed).

IPvé

WAN Interface

eth1

Prefix Name

Tunnel IP

Tunnel Destination

Suffix

DDNS Server

DHCP Server

SLAAC

DHCPv6 PD

orr @
oFf @

WAN Interface
Prefix Name
Tunnel IP

Tunnel Destination

Suffix
DDNS Server

DHCP Server
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Select the interface used to connect to the Internet.
Enter a name to refer to the retrieved prefix.
Enter the IPv4 address that you want to configure for the tunnel interface.

Enter the end point (on-the-go device: operator router (BR)) address of
the delivery packet sent from the tunnel interface.

Enter the interface ID specified in advance by your ISP.

Use the dynamic DNS client feature to notify the update server of IPv6
address updates.

When enabled, the fields ‘DDNS update URL’, ‘DDNS user name’, and
‘DDNS password’ are displayed.

Select:

B Enabled to operate the DHCP server function on the LAN-side
interface of the device and provide IP addresses etc. to the LAN-side
terminals.

H Disabled if you do not want to use the DHCP server function.
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3. MAP-E

Configure IPv6 IPoE and MAP-E IPv4 connections:

MAP-E

WAN Interface

ethl

Softwire Configuration Method

dhcp

Softwire Configuration Mame

IP Phone

DHCP Server

orF @
oFF @

WAN Interface
Softwire Configuration Method
Softwire Configuration Name

IP Phone

DHCP Server

Select the interface used to connect to the Internet, for example eth1.
Select the softwire method: DHCP, Proprietary, or Static
Enter a name to create a new soft wire configuration.

Select:

B Enabled to use an IP phone. When enabled, the Prefix Name field is
displayed.
B Disabled if you do not want to use the IP Phone function.

Select:

B Enabled to operate the DHCP server function on the LAN-side interface of
the device and provide IP addresses etc. to the LAN-side terminals.

B Disabled if you do not want to use the DHCP server function.

Step 5: Check and save the configuration

m  Check your configuration is correct and click Next to continue

Step 6: Save the settings to the startup configuration

A summary screen of the connection status is displayed once the configuration save is complete.

B The contents set in the simple setting are stored in the running configuration and reflected in the
operation, but are not automatically saved in the startup configuration.

m After confirming that there are no problems with the settings, manually save the settings to the
startup configuration using the Save button in the navigation bar.

B You can run the wizard again to make changes to your connection method settings.
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AR40505-master Up time: 0 days 0516 = Manager A Save

Configuring a VPN connection

To configure a secure VPN connection, first make sure you have an Internet connection, and then
use the following steps:

Step 1: Go to Wizard > VPN

Step 2: Click the Start Wizard button

AYE Alied Telesis  AR4050S ARdosOSmasir Uptime: 0days 0537 & Manager m

VPN Wizard

VPN Summary

The VPN Wizard cannot be run with the existing device configuration, please choose an IPv4 option in Setup Wizard

®m If you don't have an existing VPN connection, you'll see a blank VPN Summary screen like the
one above.

m If you do have an existing VPN connection, then you’ll see those details displayed in the VPN

Summary screen. Click the Start Wizard button on that same screen to reconfigure your current
VPN connection settings:

VPN Wizard

VPN Summary

Tunnel Configuration

Tunnel State Up
Tunnel Name tunnell
Tunnel Source ethl

Tunnel Source IP
Tunnel Destination
Mode gre

Protection Type IPsec
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Step 3: Enter the VPN connection information

VPN Connection

Tunnel IP

128.0.0.1/24

Tunnel Source

ath2

Tunnel Destination

0.0.0.0

Tunnel Local Name (Optional)

tunnell

Tunnel Remote Mame (Optional)

Crypto Preshared Key

mysecretkey

Destination LAN (Opticnal)

Tunnel IP

Tunnel Source

Tunnel Destination
Tunnel Local Name
Tunnel Remote Name
Crypto Pre-shared Key
Destination LAN

C613-22078-00 REV ZA

Enter the IPv4 address of the tunnel interface.

Select the interface for the VPN connection.

Enter the end IP address or host name of the VPN destination.

Enter the ISAKMP IP (local ID) for the local router.

Enter the ISAKMP IP (remote ID) for the remote router.

Enter the password (ISAKMP pre-shared key) for the VPN connection.

Enter the LAN-side IPv4 address of the destination network.

Using the wizard to configure Internet and VPN connections | Page 22



Step 4: Confirm VPN tunnel connection

Confirm VPN connection

Tunnel IP

Tunnel Source

ethl

Tunnel Destination

Tunnel Local Name

Tunneltest

Tunnel Remate Name

TunnelRemote

Crypto Preshared Key

Tunnel Confirmation

Warning - this w

overwrite existing configuration  Back

Step 5: Review and save your settings

m  Check your configuration is correct and click Apply to continue.

m If you click Apply with a VPN connection already set up, the existing settings on the running
configuration will be erased and replaced with the newly configured content.

Step 6: Save the settings to the startup configuration

When the configuration save is complete, a summary screen of the connection status is displayed.

m  The contents set in the simple setting are stored in the running configuration and reflected in the
operation, but are not automatically saved in the startup configuration.

m After confirming that there are no problems with the settings, manually save the settings to the
startup configuration using the Save button in the navigation bar.

B You can always run the wizard again to make changes to your VPN connection settings.

AR40505-master Up time: 0 days 0516 = Manager H Save
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What is a firewall?

A firewall, at its simplest level, controls traffic flow between a trusted network (such as a corporate
LAN) and an untrusted or public network (such as the Internet). Previous generations of firewalls
were port-based or used packet filtering. These traditional firewalls determined whether traffic is
allowed or disallowed based on characteristics of the packets, including their destination and
source IP addresses and TCP/ UDP port numbers. However, traditional firewalls have failed to keep
pace with the increased use of modern applications and network security threats.

Allied Telesis firewalls use a Deep Packet Inspection (DPI) engine that provides real-time, Layer 7
classification of network traffic. Rather than being limited to filtering packets based on protocols and
ports, the firewall can determine the application associated with the packet, for example social
networking, instant messaging, file sharing, or streaming. This allows Enterprises to accurately
differentiate business-critical from non-critical applications, and enforce security and acceptable-
use policies for applications in ways that make sense for the business.

This comprehensive application, content, and user identification provides full visibility into network
activity, to allow intelligent control of network traffic. Visibility and control, partnered with advanced
threat protection, together provide comprehensive online security.

What are entities?
The firewall questions where streams are coming from, and where they are going to be sent.

To help answer those questions, the firewall must have a logical map of the network environment, so
that it can categorize the sources and destinations of the flows that it is managing.

Allied Telesis firewalls map out the network environment into regions, using three separate levels.
The divisions into which the firewall cuts up its environment is called entities. These entities, in order
of scale, include zones, networks, and hosts. You can use these hierarchical groups to apply
security policies over different company networks, separate departments, or on individual client
devices.

The next sections describe the AlliedWare Plus firewall and how to configure it.
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Zones, networks, and hosts

A zone is the highest level of division within the network, and defines a boundary where traffic is
subjected to policy restrictions as it crosses to another region of your network. A typical network
environment might contain a public (WAN) zone representing the Internet, a private (LAN) zone
behind the firewall, and a Demilitarized zone (DMZ) containing publicly accessible web servers.
Zones are divided up into networks, which in turn contain hosts.

A network is a logical grouping of hosts within a zone, for example, the sales network within the
LAN zone. Networks consist of the IP subnets and interfaces over which they are reachable. The
allocating of networks to zones is the core activity in dividing the network up into logical regions to
which different security policies apply. A zone has no real meaning in itself until it has one or more
networks allocated to it. Once networks have been allocated to a zone, the zone is then the entity
that collectively represents that set of networks. Then rules can be applied to the zone as a whole, or
to individual networks within the zone.

A host is a single node in a network, for example, the PC of a specific employee. The diagram below
shows PC Wilma is a host within the sales network within the LAN zone. Host entities are defined so
that specific rules can be applied to those particular hosts - e.g. a server to which certain types of
sessions may be initiated.
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Using rules

Rules allow the advanced control of users, and the applications they use on the network.

Firewall rules: are used to filter traffic, allowing or denying, between any two entities. This allows for
granular control, as rules can be based on traffic sources that might be zones, networks, or hosts,
and traffic destinations that might be zones, networks, or hosts.

For example, an organization may choose to block Skype™ company-wide (i.e. from ANY zone to
ANY zone), or allow it only for the marketing department (i.e. allow Skype from the Marketing
network to ANY zone, but block it from any other network, zone, or host).

Traffic control rules: are used to control the bandwidth that applications use. For example,
Spotify™ music streaming may be allowed, but limited in bandwidth due to an acceptable use
policy ensuring company Internet connectivity is prioritized for business traffic.

Network Address Translation (NAT) rules: are used to hide private network addresses for traffic
bound for the Internet. All company traffic leaving the corporate office can share a public network
address for routing through the Internet to its destination.

The firewall supports:

m  NAT with IP Masquerade, where private source addresses are mapped to a public source address
with source port translation to identify the association. The single public IP address masquerades
as the source IP on traffic from the private addresses as it goes out to the Internet.

m  Port forwarding, to provide public access to internal servers. Port forwarding redirects traffic to a
specific host, e.g. forwarding HTTP traffic to a web server in the DMZ.
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Configuring the firewall

This section comprises of six parts, and describes how to configure an example network scenario,
including free and licensed features to create a robust network solution.

The six parts are as follows:

m "Part 1: Configure a standard 3-zone network" on page 27

m "Part 2: Configure the firewall for Update Manager" on page 42

m  "Part 3: Configure free security features" on page 46

m  "Part 4: Configure licensed Advanced Firewall security features" on page 50

m  "Part 5: Configure licensed Advanced Threat Protection (ATP) security features" on page 56

® "Part 6: Advanced IPS" on page 57

Part 1: Configure a standard 3-zone network

Step 1: Configure firewall interfaces

Connect to any switch port and browse to 192.168.1.1 to start.

For your virtual firewall, the IP address will be specified when you configure the 10GbE UTM Firewall
in VST-APL, or the AR4000S-Cloud in AWS.
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If your physical firewall is new and unused, it will already have:

m  The GUI installed from the factory,

® the IP address 192.168.1.1 on VLANT1,

®  and the HTTP service enabled.

To use the Device GUI, you need to add an IP address to an interface over which you will connect

with a browser, once the Device GUI resource file has been loaded onto the firewall.

B You will also need to add IP addresses to the other interfaces that are used in the network.

m Alternatively, you can just add an IP address to the interface over which you will connect with your
browser, and then add the other two IP addresses using the GUI Interface Management page.

From the CLI, add the following interface addresses:

IP address for eth2:
interface eth2
ip address 128.0.0.1/24
exit
IP address for eth1:
interface ethl
ip address 172.16.0.1/24
exit
For physical devices, IP address for VLAN 1:
interface vlanl
ip address 192.168.1.1/24
exit
Or, for 10GbE UTM Firewall and AR4000S-Cloud, IP address for eth3:

interface eth3
ip address 192.168.1.1/24

exit
Step 2: Enable the Web server

Enable HTTP so the firewall will serve the Device GUI pages:

service http

Step 3: Login to the firewall GUI

Browse to the IP address of the firewall on the interface you are connecting to - e.g. 192.168.1.1 for
VLANT.
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The GUI login page similar to the one below displays:

AV Allied Telesis
manager

About

Before you log in, you can click on About to display a information about the Device GUI and other
Getting Started guide links.

AV Allied Telesis

Allied Telesis Device GUI - about the application
The Device GUI supports our Switches, UTM Firewalls, and VPN Routers that run the AlliedWare Plus operating system.
For step-by-step user instructions, please see our “Getting Started with the Device GUI" guides for:

UTM Firewalls
VPN Routers
Switches

Clicking About opens in a new tab. Close the new tab to return to the login screen.

You can log in using any valid username/password combination that has been configured, or use the
default username/password (manager/friend), if that has not been changed.

When you log in, you are prompted to change your password. We recommend you change this
password in the User Management section for security.

© Security Warning

Please change the default username and password in User Management after logging in.

Please remind me next time

Save and Continue

You can tick the check box to choose to be reminded to do this at a later time.

Click Save and Continue
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Once logged in you will arrive at your device’s Dashboard.

O o) Telesis  AR4050 ARAOSOSmaster Uptine: | da = Manager m
Dashboard
#-  Wizard >
= B System Information :
% Wireless Controller v Port Status E Top 10 Categories
& NetworkMap cPu B |
L h i wemory 7o I
&) sy . - am— '
S Y O N W . Temp 33
Q  AMF security mini 2 4 68
Fan
B LcensedFeatures
o n
@  Networkinfrastructure =
System Time © 10/17/2025,2:38:02 PM
@  Network Services v Interface Traffic  Firewall Traffic
&% User Management lect Port
Selsct Rule. Stats. Status.
R system . Port etht
e e " ks A3 ,
A zenoes ’

Traffe Control 1 Rule c ’

Top 10 Applications Reset

The Dashboard has a number of useful widgets for monitoring the state of your firewall. We'll look
closer at the various Dashboard widgets later, after we've configured the firewall.

The left side of the GUI menu provides the Wizard, Wireless
Controller, Network Map, Security, LAMF Security mini,
Licensed Features, Network Infrastructure, Network
Dashboard Services, User Management and System menus.

Wizard Note: Not all menu items are available for the 10GbE UTM

Wireless Controller Firewall and AR4000S-Cloud.
Network Map

Security

AMF Security mini

Licensed Features

Network Infrastructure

Network Services

User Management

System

Step 4: Configure entities

To configure the firewall, we'll first create entities to which rules can be applied. Entities are made up
of zones, networks, and hosts. First you create a zone, then you assign the zone a network and then
add hosts to that network.

®  Go to Security > Entities
Click the + New Zone button to add a zone
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Entity Management

Mo Data

m The first zone we will add is the DMZ zone to be used for company servers that we want to be

accessible from the Internet.

m Click Apply

New zone

Mew Zone

DMZ

m Click + New Network in the DMZ zone panel.

Entity Management

1 Zone 0 Metworks 0 Hosts

DMZ O Metworks

0 Metworks

+ New Metwork

B Name the new network ‘servers’. Add an IP subnet and eth1 as the interface over which this

network will be reachable.

New network X

Name *

Servers

IP Subnets
P Interface

| 192.168.2.0/24 ethl [ ]

+ New Subnet

1Pv4 GeolP

NZ - New Zealand €3 x v

IPvE GeolP

Ganeel E
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m  We can now add specific hosts (servers in this case)

m Click on the arrow to add a host to the ‘servers’ network

Entity Management

1Zone 1Network 0Hosts

DMZ 1 Network Vd
1 Network + New Network
m Servers 0 Hosts >

m Click the +New Host button

Entity Management

1Zone 1MNetwork 0Hosis

< [EI servers oHosis s

IP: 192.168.2.0/24 Interface: ethl

IPv4 GeolP: NZ - New Zealand

0 Hosts + MNew Host

B Add the host Name “ftp’ and its IP address, and save it

New host X

Name *

ftp

1Pv4 Interfaces

ethl € x v

IPvé Interfaces

Enter host interface name v

IPv4/IPv6 Addresses

IPv4 FODNs

IPv6 FQDNs:

MAC Addresses

Gancel E
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B Add a second host named web-server with an I[P address, and save it

The DMZ zone now contains a network named servers with two hosts:

®  web-server

m ftp
Entity Management + New Zone
1 Zone 1 Network 2 Hosts m =

DMZ 1 Network

m Servers 2 Hosts

IP: 192.168.2.0/24  Interface: ethl

IPv4 GeolP: NZ - New Zealand

[ HOSTS 2Hosts

fip
IPv4 Interface: eth1

web-server
IPv4 Interface: vlan179
Address: 10.37.179.13 (dynamic)

~ Collapse All

+ New Network ~

+ New Host ~

m Repeat the same steps to create private and public zones/networks with the following details:

Private zone:

m  Zone name = private

®  Network name = lan

m  Network subnet and interface = (IP address), VLAN1
Or, for a 10GbE UTM Firewall and AR4000S-Cloud:

®  Network subnet and interface = (IP address), eth3
Public zone:

®  Zone name = public

m  Network name = internet

m  Network subnet and interface = 0.0.0.0/0, eth2
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The Entity Management page now contains a 3-zone network.

Entity list view

Entity Management
3Zones  INetworks 2 Hosts m =
DMZ 1 Network 7 H private 1 Network Vi B public 1 Network /s
1 Network + New Network 1 Network + New Network 1 Network + New Network
D servers 2Hosts > Bl en oHosts > B0 internet 0 Hosis >

To view and manage entities in list view, click on the list icon on the right side of the page.

The list view is a good option for an overall entity view. Click Expand All (on the right side of the
page) to display all entities and their interfaces, IP addresses, and so on.

~ Expand All
- . e AS40505-2
AYE Alied Telesis  AR4050S O aiigas | S Manager
B} HOSTS 2Hosts s~
private 1 Network ra + New Network ~
n lan 0 Hosts P + New Host -~

1P: 0.0.0.0/0 Interface: viani

IPv4 GeolP: NZ - New Zealand

B} HOSTS 0 Hosts /
public 1 Network Vd + Mew Network -
B3 internet 0 Hosts s + New Host ~

IP: 0.0.0.0/0 Interface: eth?

B} HOSTS 0Hosts P

If you'd like to view changes as added to the firewall configuration file:
m  Select CLI under the System menu. This opens a CLI tab

B Type ena to access Privileged Exec mode, then use the CLI commands:
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show running-config entity and show entity.

AlliedWare Plus (TM) 5.4.6 11/10/16 ©3:51:21

awplus>rena
awplus#show running-config entity
zone dmz
network servers
ip subnet interface Ethl
host ftp
ip address
host web-server
ip address
!
zone private
network LAN
ip subnet interface VLANL
1
zone public
network Internst

ip subnet 8.0.0.0/0 interface Eth2
!

awplus#

awplus#show entity

Zone: dmz

Network: dmz.servers
Subnet: X via Ethl
Host: dmz.servers.ftp
Address:
Host: dmz.servers.web-server
Address:

Zone: private

Network: private.LAN
Subnet: VLANL

Zone: public

Network: public.Internet
Subnet: 0.0.6.0/0 via Eth2

awplusﬂD

Note the syntax that is used for identifying a network or host entity.

The syntax for naming a network entity is:
<Parent Zone Names>.<network name>

m For example, private.LAN

The syntax for identifying a host entity is:
<Parent Zone name>.<Parent Network Names>.<Host Name>

m For example, dmz.servers. ftp

So, the hierarchy is included in the identifier of a second-tier or bottom-tier entity.

m  For example, dmz.servers.web-server indicates that this host named web-server is part of the
servers network within the dmz domain.

Step 5: Configure firewall rules

We now have a 3-zone network (Public, Private, and DMZ), so next let’s configure the firewall rules
to manage the traffic between these entities.

m  Go to Security > Firewall

WARNING: Don’t enable the firewall yet. Enabling the firewall with the Enabled/Disabled switch will
block all applications between all entities by default - no traffic will flow. It is therefore

C613-22078-00 REV ZA Configuring the firewall | Page 35



important to create firewall rules to allow application usage as desired prior to enabling

the firewall.

m  Click + New Rule and create a rule to allow Ping traffic from the Public zone to the Private zone.

This will allow us to test connectivity through the firewall.

New Firewall Rule X
Action

Permit v
Application

ping
From

public -
To

private hd

Note: To select an application, simply start typing in the application field. Available options will be

filtered down until you select the desired application.

B You can see the new rule added to the firewall:

Firewall
1 Rule
Q
Action Application From To Errors
Permit ping [ ] -

Disabled °

Export To Csv + New Rule

Create further new firewall rules with these details:

Further Ping rules to allow connectivity checking:
®  Permit Ping from Public to DMZ
®  Permit Ping from Private to DMZ

m  Permit Ping from DMZ to Private

Allow public traffic from the Internet to our DMZ servers:
m  Permit ftp from Public to dmz/servers/ftp

®  Permit http from Public to dmz/servers/web-server
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Allow private side firewall zones to initiate traffic flows with each other and out to the Internet:
m  Permit Any from Private to Private

m  Permit Any from DMZ to DMZ

®  Permit Any from Private to Public

®  Permit Any from DMZ to Public

We can now see these firewall rules displayed:

Firewall Disables G
9 Rules
Q Export To Csv

Action Application From To Errors
Deny s - - Vs [ #
Permit ping - - Vd [} i
Permit ping [} [ ] ra [] #
Permit ping - - Vd [ ] #
Permit ftp - - 7 [} i
Permit http - - Fd ] i
Permit any - - Vd [} i
Permit any [} [ ] ra [] #
Permit any - - Vd [ ] #

m  Now that the firewall rules are created, you can turn the firewall on using the button at the top
right of the Firewall page.

Frewal

9 Rules

Q Export To Csv + New Rule
[
[ ]

Action Application From To Emors

Deny ovs - - Fa

Permit ping - - rd
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Firewall rule placement

The firewall rules are displayed in the order they were created, which is also the order in which they
will be actioned by the firewall. If you need to change the order of any specific rule, click and drag it
into a new position.

Firewall

9 Rules

Action

Deny

Permit

Permit

Permit

Permit

Application

cvs

ping

ping

ping

ftp

From

To

Enabled @)

Click, hold, and drag the icon to reposition the
rule

Export To Csv + New Rule

Errors

>
[ []

A |
s i
A |
A |

There are two other options for placing new rules:

m  Right-click on any firewall rule and the menu gives you the option to create a new rule above or
below that rule. This allows new rules to be immediately placed in the desired location, and order

of processing.

® The right-click menu also has a copy-and-paste function, so you can copy an existing rule that
is similar to the new rule you wish to create, and paste it into a different location. It can then be

edited to suit.

Permit

Permit

Permit

Permit

Permit

ping

ping

ftp

http

any

Add above

Add below

Copy.

Paste

- -
] -
[ ] -
[ ] -

- -

These right-click options are very useful when you have a large number of firewall rules. The same
right-click options are also available when creating new NAT and Traffic Control rules.

C613-22078-00 REV ZA

Configuring the firewall | Page 38



If you'd like to see the updated firewall configuration, use the CLI window and the commands: show

firewall rule, show running-config firewall and show firewall.

AlliedWare Plus (TM)

awplus>ena
awplus#show firewall rule

[* = Rule is not valid - see "show firewall rule config-check"]

D Action App From To Hits
* 10 permit ping public private 2]
* 20 permit ping public dmz 2]
* 30 permit ping private dmz 2]
* 40 permit ping dmz private e
* 59 permit Ttp public dmz.servers.ftp a
* 60 permit http public dmz.servers.web-server
a
* 70 permit any private private 2]
* 80 permit any dmz dmz 2]
* o9 permit any private public a
* 100 permit any dmz public a
awplus#
awplus#show running-config firewall
firewall

rule 18 permit ping from public to private log
rule 28 permit ping from public to dmz log
rule 3@ permit ping from private to dmz log
rule 40 permit ping from dmz to private log
rule 50 permit ftp from public to dmz.servers.ftp log
rule 60 permit http from public to dmz.servers.web-server log
rule 78 permit any from private to private log
rule 88 permit any from dmz to dmz log
rule 98 permit any from private to public log
rule 188 permit any from dmz te public log
1
awplus#
awplus#show firewall
Firewall protection is disabled
Active connections: 13
awplus

Note that the firewall rules are numbered in the order in which they will be actioned (e.g. 10, 20, 30,
and so on). If a rule is dragged to a different location in the list displayed by the GUI, the rules will be

renumbered to reflect the change in order of operation.

Step 6: Configure NAT rules

Now let's configure NAT rules to manage IP address translation between the Internet and our

internal networks.

®  Go to Security > NAT

Security

Entities

Applications

Firewall

NAT

Traffic Control
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NAT Disabled e

No Data

We need two NAT masquerade rules for private to public address translation, which are:

m  Any traffic going from the Private zone out to the Public zone will have NAT applied, so that it
appears to have come from the IP address of the eth2 interface.

m  Any traffic going from the DMZ zone out to the Public zone will have NAT applied, so that it
appears to have come from the IP address of the eth2 interface.

Click + New Rule to create the first rule for Private to Public traffic:
m  Action = Masquerade
m  Application = any

B From = Private

®  To = public

New NAT Rule X
Action

Masquerade v
Application

any
From

private ~
To

public v
With (Optional)

-
Cancel E

Click + New Rule again and create the second NAT masquerade rule in the same way for DMZ to
Public traffic with these details:

m  Action = Masquerade, Application = any, From = DMZ, To = public

We now need to create two NAT port-forwarding rules to enable access to the FTP and Web servers
to be delivered to the right destinations. To users in the Public zone, both servers will appear to have
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the |IP address that is on the eth2 interface, so sessions towards those servers will be initiated to that
address. The firewall must then forward those sessions to the actual addresses of the servers.

Click + New Rule and create the two NAT port-forward rules with the following details:
m  Action = Port Forward, Application = ftp, From = public, With = dmz/servers/ftp

m Action = Port Forward, Application = http, From = public, With = dmz/servers/web-server
Now, click the Enable/Disable button at the top right of the Dashboard page to enable NAT.

You can see the four new NAT rules:

4 Rules
Q + New Rule
Action Application From To With Errors
Masquerade any - - Vs 1 1
Masquerade any - - Vs 1 1
Port Forward fip - - - Vs 1 1
[ ]

Port Forward http - - Vs

Open the CLI window to see these new NAT rules. Enter the command show nat rule.

AlliedWare Plus (TM)

awplus>rena
awplus#show nat rule

[* = Rule is not valid - see "show nat rule config-check"]

ID Action From With (dst/src) Entity Hits

App To With dport

* 18 masq private — @
any public =

* 28 masq dmz = a
any public -

* 38 portfwd public dmz.servers.web-server @
ftp - -

* 48 portfwd public dmz.servers.web-server @
http — =

awplus#D

Step 7: Save configuration changes

The configuration we have made so far is part of the running-configuration on the firewall.

Save these configuration changes to make them part of the boot configuration, so they can be
backed up and will survive a reboot of the firewall.

m Click the Save button at the top right of the GUI screen. The Save button will be orange anytime
there is unsaved configuration.
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AS4050S-2 Uptime: 0 days 03:02 = Manager A Save

Part 2: Configure the firewall for Update Manager

Modern security devices require regular updates to keep rule-sets and threat signature databases
up to date, ensuring effective protection for business networks. Features such as IP Reputation,
Malware Protection, and Antivirus (which we'll configure in parts 5 and 6), monitor network traffic
and detect malicious activity in real-time by comparing the threats' characteristics and patterns
against known lists and databases.

The leading third-party security providers employed by the firewall keep their databases regularly
updated with the very latest threat signatures, so security scanning of firewall traffic catches the
latest malicious threats. The firewall utilizes Update Manager to contact the Allied Telesis update
server and download the latest components at pre-defined intervals, or at specific user request.

You must configure entities and rules to allow connectivity between Update Manager and the
Update Server.

Step 1: Create appropriate entities

Update Manager retrieves files using sessions initiated from the firewall unit itself. This means that
firewall rules are required that permit these sessions. So, a zone needs to be created that represents
the firewall itself, and the public interface of the firewall has to exist as a host within this zone.

Create zone/network/host entities for Update Manager source traffic with the following details:
B Zone name = Router

m  Network name = External

m  Network subnet and interface = 192.168.52.0/24, Eth2

® Host name = External_Int

B Host IP address = 192.168.52.20

The updated Entity Management page looks like this:
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Entity Management

4Zones A Networks 3 Hosts

DMZ 1 Network Vs private 1 Network Va ﬂ public 1 Network Vs
1 Network + New Network 1 Network + New Network 1 Network + New Network
D servers 2 Hosts > Bl tan 0Hosts > I internet 0 Hosis >
Router 1 Network Vd
1 Network + New Network
m External 1 Host >

Or in List View (with just the new zone expanded) like this:

Entity Management + New Zone
4Zones 4 Networks 3 Hosts m =
~ Expand All

+ New Network ~

DMZ 1 Network 7

private 1 Network /'  + NewNetwork

public 1 Network /7  + NewNetwork

Vs + New Network ~

Router 1 Network

Step 2: Create firewall rules for the Update Manager traffic

The Update Manager uses HTTPS for secure connectivity, so we'll create a firewall rule with the
following details to allow HTTPS traffic out to the update server.
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New Firewall Rule X
Action

Permit -
Application

https
From

Router / External / External_int ~
To

public ~

Also create a rule to allow DNS resolution of the update server's URL.

New Firewall Rule X
Action

Permit hd
Application

dns
From

Router / External / External_int ~
To

public ~

These new rules can be seen added to the firewall rule set.

Firewall Disabled (@)

2 Rules

QU Export To Csv + New Rule
[]
[ ]

Action Application From To Emors

Permit https - - Vs

Permit dns - - rd
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Step 3: Save configuration changes

Once again click the Save button on the GUI top bar to save the Update Manager configuration to
the boot configuration file.

AS40505-2 Uptime: 0 days 03:02 = Manager Save
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Part 3: Configure free security features

Allied Telesis firewalls have a number of security features that can be configured to manage
application and website usage, as well as provide comprehensive threat protection.

This section explains configuring the following free security features:
® Intrusion Prevention System (IPS), and

m  Custom URL Filtering.

Parts 4 and 5 of this guide includes configures licensed firewall and threat protection features:
m “Part 4: Configure licensed Advanced Firewall security features”

m  “Part 5: Configure licensed Advanced Threat Protection (ATP) security features”

Enable and configure Intrusion Prevention System (IPS) actions

IPS monitors inbound and outbound traffic as the first line of defense, and identifies suspicious or
malicious traffic in real-time by comparing threats against an IPS known signature database.

Step 1: Enable IPS
Go to Security > Intrusion Prevention

a Security

Entities

Applications

Firewall

NAT

Traffic Control
Intrusion Prevention
Custom URL Filtering

IPsec

m Click the Enabled/Disabled switch on the top right of the page to enable IPS.

Enabled @H®)
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Intrusion Prevention Enabled @
© Tnhe Intrusion Prevention System (IPS) monitors Traffic as the first line of defense, and identifies suspicious or malicious Traffic in real-time, by comparing threats against an IPS signature database. Threats are grouped
into categories, for example suspicious web traffic (HTTP), or email traffic (SMTP). For any threat that is detected in each of these categories, the engine can be set 1o log the threat (the default action), ignore, or block -
drop the matching packets.
Category Description Rule Count Action
active-ftp Signatures for detecting FTP connections using active mode. In active mode FTP, the server initiates the data co... 2 Log Block  Ignore
activex signatures for protection against attacks on Microsoft ActiveX controls and exploits targeting vulnerabilities in ... 61 Log Block Ignore
attack-response Signatures to identify responses indicative of intrusion. Examples include but not limited to LMHost file downloa... 581 Log Block  Ignore
botce (Bot Command and Contrel) Signatures that are autogenerated from several sources of known and confirmed a... 2 Log Block  Ignore
chat Signatures that identify traffic related to numerous chat clients such as Internet Relay Chat (IRC). Chat traffic ca... 52 Log Block Ignore
checksum Signatures for detecting invalid checksums in IR, TCP, UDP and ICMP headers 7 Log Block Ignore
ciarmy Signatures generated using Collective Intelligence's IP rules for blocking. For more information see www.cinssc.. 100 Log Block  Ignore
current-events-major Major severity signatures developed in response to active and short-lived campaigns and high-profile items that ... 42 Log Block  Ignore

Note: You may have to refresh the page to see the IPS toggles.
Step 2: Configure IPS actions

Threats are grouped into categories, for example suspicious web traffic (HTTP), or email traffic
(SMTP). For any threat that is detected in each of these categories, the engine can be set to log the
threat (which is the default action), ignore, or block - drop the matching packets.

To drop suspicious SMTP traffic, set the action to Block.

scada Signatures related to attacks, exploits, and vulnerabilities regarding supervisory contrel and data acquisition (SC... 101 Log Block Ignore
scan Signatures to detect reconnaissance and prebing from tools such as Nessus, Nikte, and other port scanning, too.. 25 Log Block Ignore
shellcode Signatures for remote shellcode detection. Attackers use remote shellcode to gain access to target machines a.. 32 Log Block  lgnore
smtp Signatures related to attacks, exploits, and vulnerabilities regarding Simple Mail Transfer Protocol (SMTP). This ... 12 Log Ignare
smip-events Signatures for detecting SMTP connection abnormalities 8 Log Block  Ignore

Note: You can monitor IPS matches using the Dashboard’s security monitoring widget.
Step 3: Save configuration changes

Save the IPS configuration changes to make them part of the boot configuration file.

AS40505-2 Uptime: 0 days 03:02 & Manager A Save
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Custom URL Filtering

URL Filtering is a fast efficient (stream-based) method to allow or block employee’s website access.
You can specify a user-defined list of websites to allow (whitelist) and/or block (blacklist) on the free-

to-use Custom URL Filtering page.

URLs are matched in this order — user-defined whitelists then user-defined backlists. Pattern
checking stops as soon as the first match is found, and that action (allow or block) is taken. If no
match is found, website access will be allowed.

Step 1: Configure custom URL filtering

®  Go to Security > Custom URL Filtering

a Security

Entities

Applications

Firewall

NAT

Traffic Control
Intrusion Prevention
Custom URL Filtering

IPsec

You can add user-defined whitelists of URLs to allow, and/or blacklists of URLs to block. You can
add multiple lists, and these can have a total maximum of 1000 whitelist URLs and 1000 blacklist
URLs. The GUI page lets you know how many URLs are in each list and the total URLs used.

Custom URL Filtering

URL filtering license installed. Click here to enable URL filtering.

taken.

Whitelist URLs
File Name

flash:/whitelist.txt

Blacklist URLs
File Name

flash:/blacklist txt

© URL Filtering allows or blocks website access. You can specify a user-defined list of websites to allow (whitelist) and/or block (blacklist). You can also subscribe to a blacklist service provider if you have the

URLs are matched in this order — user-defined whitelists, user-defined blacklists, blacklist service provider. Pattern checking stops as soon as the first match is found, and that action (allow or block ) is

Entry Count

7

7 of 1,000 URLs used

Entry Count

9

9 of 1,000 URLs used

Enavied @D
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Click on the +New list button to add a new whitelist or blacklist.

The custom URL list must be a text file (.txt). All of your ‘.txt’ files in flash, USB, or SD card are
shown. You can select and save them for the Custom URL Filtering feature to use.

See the URL Filtering Feature Overview Guide for more information about creating user-defined
URL Filtering lists.

Add New List b4

Select Whitelist File

flash:/blacklist txt

flash:/whitelist_txt

®  Any whitelists and blacklists that have been selected are now shown on the Custom URL Filtering
page, with the entry count showing the number of URLs used:

Whitelist URLS

File Name Entry Count

flash:/whitelist txt 7

-

7 of 1,000 URLs used

Step 2: Enable URL Filtering
m  Enable URL Filtering with the Enable/Disable switch at the top of the page:

Custom URL Filtering

© uRL Filtering allows or blocks website access. You can specify a user-defined list of websites to allow (whitelist) and/or block (blacklist). You can also subscribe to a blacklist service provider if you have the
URL filtering license installed. Click here to enable URL filtering.

URLs are matched in this order — user-defined whitelists, user-defined blacklists, blacklist service provider. Pattern checking stops as soon as the first match is found, and that action (allow or block } is
taken,

Whitelist URLS

File Name Entry Count

flash:/whitelist.txt 7

[ ]

7 of 1,000 URLs used

The firewall will now match any website URLs that users try to browse to against the provider’s
whitelist/s, then the blacklist/s. Pattern checking stops as soon as the first match is found, and that
action (allow or block) is taken. If no match is found, website access will be allowed.

Note: You can monitor URL Filtering hits using the Dashboard’s security monitoring widget.
Step 3: Save configuration changes

Save your Custom URL Filtering changes to make them part of the boot configuration.
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AS40505-2 Uptime: 0 days 03:02 = Manager Save

Part 4. Configure licensed Advanced Firewall security features

Online business activity is now based around applications that enable people to interact with
services such as collaborative document creation, social networking, video conferencing, cloud-
based storage, and much more. Organizations need to be able to control the applications that their
people use, and how they use them, as well as managing website traffic.

Allied Telesis firewalls are application aware, and so provide the visibility and control necessary to
safely navigate the increase in online applications and web traffic that are used for effective business
today.

The Advanced Firewall Security license includes Application Control and Web Control, and is
available in 1, 3, and 5 year subscriptions. For information on licensing for your device, see the
product’s Datasheet.

You can view current license status on your device by navigating to the System > License
Management page. For more information about license management in the Device GUI, refer to
"License management" on page 81.

m  Go to System > License Management

Sysiem

About

File Management

License Management

Services

The License Management page is displayed:

Feature Licenses

17 2018 2019 2020 2021 2022 2023 2024 2025 2026

AMF Application Proxy AMF Application Proxy

AMF Controlier AMF Controller
AMF Guest AMF Guest

AMF Intermediate Node AMF Intermediate Node
AMF Master AMF Master

AMFPLUS Controller AMFPLUS Controller
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Application Control

The Deep Packet Inspection (DPI) firewall engine allows fine-grained application control. Reliable
identification of the individual applications means that rules can be established to govern
application use, and to enforce security and acceptable use policies. For example, Skype chat may
be allowed company wide, while Skype video calls can only be made by the sales department.

Step 1: Configuring application control

Go to Licensed Features > Application Control

[& Licensed Features

Application Control

Web Control

1. Click the Enabled/Disabled switch to enable Application Control.

2. Choose a Provider to ensure the latest applications are known.

Application Control Disabled (G
@ Online business activity is now based around applications that enable people to interact with services such as collaborative document creation, social networking, video conferencing, and much more.
Organisations need to be able to control the applications that their people use, and how they use them.
With the purchase of a subscription license, the firewall can utilise the Procera Networks application visibility library to identify around 1900 individual applications. Firewall and Traffic Control rules can be
established to govern application use, and to enforce security and acceptable use policies. The Procera application library is automatically updated to ensure the latest applications are known. You can also
create your own custom applications as needed on the Applications page here.
For more information or to purchase a subscription, contact your local Allied Telesis sales representative. Find your local Allied Telesis office at www.alliedtelesis com/contact

If a subscription license hasn't been purchased then the built-in application library may be used. This supports areund 200 individual applications.

For more information on the license for this feature, visit License Management

Choose Provider

Built-in

Procera

The provider options are:

m Built-in - if a subscription license hasn't been purchased then the built-in application library may
be used. This supports around 200 individual applications.

m  Procera - the Procera Networks application visibility library identifies around 1400 individual
applications. The firewall will update the library from the Allied Telesis update server at the
specified interval to ensure the latest applications are known.

Step 2: Add rules to manage applications

You can now create firewall or traffic shaping rules to manage how applications are allowed to be
used on the network. Add rules from the Security > Firewall menu.

For example, to block the use of Spotify™ (a music streaming service) company-wide, create a
firewall rule denying the Spotify application from the Public (Internet) zone to the Private (LAN) zone.
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New Firewall Rule

Action

Deny

Application

spotify

From
private

To

~

Camel m

Step 3: Add rules to manage application bandwidth

public

As well as using the firewall to block undesired traffic, you can also use the Traffic Control page to
manage the bandwidth that certain applications are able to use on the firewall.

For example, to limit Youtube traffic through the firewall to 10Mbps, go to the Traffic Control page
and add a new rule from the Public (Internet) zone to the Private (LAN) zone.

New Traffic-Control Rule x

Application

youtube

From
public
To
private
Bandwidth 10.00 Mbps

10000

cancel m

You can see the new Traffic Control rule applied with a bandwidth limit of 10Mbps for the application

youtube.

Traffic Control Enabled @D

1Rule

.

Application From To Bandwidth Errors

youtube - @ 10.00 Mbps

Step 4: Save configuration changes

Save the Application Control configuration changes to make them part of the boot configuration.

AS40505-2 Uptime: 0 days 03:02 = Manager B Save
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Web Control

Note: As well as Web Control, the UTM firewalls also support Web Categorization, which is a more
flexible solution and can be configured using the firewall’s CLI. See the Advanced Network
Protection Feature Overview and Configuration Guide for details.

Web Control provides enterprises with an easy means to monitor and control their employees' web
traffic for productivity, legal, and security purposes. The Web Control feature uses the following
providers:

m  OpenText

m  and Digital Arts

Choose a provider for active rating systems for comprehensive and dynamic URL coverage.
Websites are accurately assigned to around 100 categories, which can be allowed or blocked.

When a user tries to browse to a website, the http request is intercepted and sent to the classifier
engine, which queries the provider’s constantly updated URL database for the category that the
website belongs to.

From software version 5.5.4-1.x onwards, Web Control utilizes Deep Packet Inspection.

Once a particular URL has been categorized, the result is cached in the firewall so that any
subsequent requests with the same URL can be immediately processed.
Step 1: Configure Web Control

® Go to Licensed Features > Web Control

Licensed Features
Application Control

Web Control

URL Filtering

® Click on the Enabled/Disabled switch to enable Web Control.
m  Choose a provider (Digital Arts or OpenText).

m  Select the Default Action - deny or permit, for web pages that do not match any specific rules,
but match a Web Control category.
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Weh Control

© web control provides businesses with an easy means to menitor and control employees’ web traffic for productivity, legal, and security purposes. With the purchase of a subscription license, the firewall can
utilise Digital Arts active rating system for comprehensive and dynamic URL coverage which accurately organises websites into around 100 high-level ies (i.e. gambling, i 1t, etc). These can
then be easily denied or permitted from the network by creating Web Control rules. Custem categories can be created as well.

For more information or to purchase a subscription, contact your local Allied Telesis sales representative. Find your local Allied Telesis office at www.alliedtelesis.com/contact

For more information on the license for this feature, visit License Management

Choose Provider Default Category Action (7)

OpenText e Permit  Deny

Web Control Rules Custom Categories

1Rule

aQ + New Rule

Action Categories Source

Permit Movie LAN Vs

Note: You can monitor URL Filtering and Web Control hits using the Dashboard’s security
monitoring widget.

Step 2: Add rules to manage website categories

The Web Control feature has its own set of rules, which are separate to the firewall rules. The Web
Control rules are created on the Web Control configuration page.

For example, to block gambling websites, create a rule that applies to the Internet network.

® Click + New Rule

New Web Control Rule X
Action
Deny -
Categories ~
[] selectall gamb
gambling
Custom Categories
gambling
Source
public / intermet ~
came‘ m
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You can see the new rule applied to the Internet network in the Public zone:

Web Control Enabled @D

© web control provides businesses with an easy means to monitor and control employees’ web traffic for productivity, legal, and security purposes. With the purchase of a subscription license, the firewall can
utilise Digital Arts active rating system for comprehensive and dynamic URL coverage which accurately organises websites into around 100 high-level ies (i.e. gambling, inment, etc). These can
then be easily denied or permitted from the network by creating Web Control rules. Custom categories can be created as well.

For more information or to purchase a subscription, contact your local Allied Telesis sales representative. Find your local Allied Telesis office at www.alliedtelesis.com/contact

For more information on the license for this feature, visit License Management

Choose Provider Default Gategory Action (7)
OpenText h Permit  Deny
Web Control Rules Custom Categories

2 Rules
Q + New Rule
Action Categories Source
Permit Movie LAN /s
Deny gambling Public/Internet r

Step 3: Create custom categories

As well as using the predefined website categories, you can also create your own custom categories
which match text strings you enter against website URLs. These custom categories can then have
rules applied (as we did for gambling websites above).

For example, to create a custom ‘Movie’ category which contains the IMDB and Rotten Tomatoes
websites:

1. Go to the Custom Categories tab

2. Click the + New Category button

Web Control Enabled @Y

© Web Control provides businesses with an easy means to monitor and control employees’ web traffic for productivity, legal, and security purposes. With the purchase of a subscription license, the firewall
can utilise Digital Arts active rating system for comprehensive and dynamic URL coverage which accurately organises websites into around 100 high-level categeries (i.e. gambling, entertainment, etc).
These can then be easily denied or permitted from the network by creating Web Control rules. Custom categories can be created as well.

For more information or to purchase a subscription, contact your local Allied Telesis sales representative. Find your local Allied Telesis office at www.alliedtelesis.com/contact

For more information on the license for this feature, visit License Management

Choose Provider Default Category Action (1)

OpenText - Permit  Deny

Web Control Rules Custom Categories
a + New Category

Name URL Text Matching

3. Create anew ‘Movie’ category, and add text string matches for any website addresses containing
IMDB or Rotten Tomatoes.
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New Custom Category b4

Name

Movie

Text strings

IMDB, Rotten Tomatoes

4. Click Apply

You can see the new category and its website matches below:

‘Web Control Rules Custom Categories

Q + New Category

Name URL Text Matching

Mavie IMDB, Rotten Tomatoes Vs

Use the Web Control Rules tab to add more rules for this category as desired.
Step 4: Save configuration changes

Save the Web Control configuration changes to make them part of the boot configuration file.

AS40505-2 Uptime: 0 days 03:02 = Manager Save

Note: You can monitor category and rule hits using the Dashboard’s security monitoring widget.

Part 5: Configure licensed Advanced Threat Protection (ATP) security
features

Application use provides businesses with increased efficiency and improved collaboration, along
with new ways to manage customer interaction. However, it has also opened the door for greater
security concerns. Business data is potentially vulnerable, and the rapid development of new
services and technologies have introduced new types of cyber threats. Allied Telesis firewalls
provide comprehensive threat protection, utilizing security engines and threat signature databases
from the industry's leading vendors for implementation of a robust intrusion prevention system. The
consistent monitoring ensures up-to-date protection against cyber attacks.

The Advanced Threat Protection (ATP) license enables IP Reputation and Advanced IPS, and is
also available in 1, 3, and 5 year subscriptions. For information on licensing for your device, see the
product’s Datasheet. Both features enable realtime threat protection.
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You can view current license status on your device by navigating to the System > License page. For
more information about license management in the Device GUI, refer to "License management" on
page 81.

® Go to Licensed Features > Advanced IPS

Licensed Features

Application Control

Web Control

URL Filtering

IP Reputation
Malware Protection
Advanced IPS

Antivirus

The Advanced IPS page is displayed:

Advanced IPS Enabled @

© advanced IPS requires a subscription license from Proofpoint which will support the full ET-Pro rule set. Analysing traffic against these rules has an impact on the throughput performance of the device. In
order to get the best balance between security and performance, customers should refer to the IPS category descriptions, enabling categories that are most relevant to their organization and disabling
those that are less relevant.
For more information or to purchase a subscription, contact your local Allied Telesis sales representative. Find your local Allied Telesis office at www.alliedtelesis.com/contact

If a subscription license hasn't been purchased then the built-in categories may be used. These categories are managed within the Security menu under Intrusion Prevention.

For more information on the license for this feature, visit License Management

Choose Provider

Proofpoint -

Advanced IPS System Category

Rule
Categol Action Description
egory P Count
active-ftp Log Block Ignore Signatures for detecting FTP connections using active mode. In active mode FTR, the server initiates the data connection to the client 2
activex Log Block Ignore Signatures for protection against attacks on Microsoft ActiveX controls and exploits targeting vulnerabilities in ActiveX controls a1
attack- Lo Block Jgnore Signatures to identify responses indicative of intrusion. Examples include but not limited to LMHost file download, presence of web banners and 581
response g d the detection of Metasploit Meterpreter kill command. These are designed to catch the results of a successful attack
botec Lo Block \gnore (Bot Command and Control) Signatures that are autogenerated from several sources of known and confirmed active botnet and other Command 2
o o and Contral (G2) hosts. This category is updated daily. Primarily sourced from Shadowserver.org
Signatures that identify traffic related to numerous chat clients such as Internet Relay Chat (IRC). Chat traffic can be indicative of possible check-
chat Log Block Ignore 52

in activity by threat actors

Part 6: Advanced IPS

From version 5.5.2-2.2 onwards, AlliedWare Plus provides Advanced IPS (Intrusion Prevention
System) functionality.

This is made possible by the addition of the third-party vendor Proofpoint’s ET Pro Ruleset. The
Proofpoint ET Pro Ruleset detects and blocks advanced threats. Updated daily, it covers malware
delivery, command and control, attack spread, in-the-wild exploits and vulnerabilities, and credential
phishing. It also detects and blocks distributed denial-of-service attacks (DDoS), protocol and
application anomalies, exploit kits, and supervisory control and data acquisition (SCADA) attacks.
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Advanced IPS requires a license, which is available in the bundle pack: AT-AR4-UTM-02-1/3/5YR.
Contact your authorized Allied Telesis support center to obtain a license.

Step 1: Enable Advanced IPS

m Go to Licensed Features > Advanced IPS
m Click the Enable/Disable switch on the top right of the page to enable Advanced IPS

®  From the drop-down, select the Proofpoint provider

Enabled @Y%)

Choose Provider

Proofpoint a

Built-In

tegory
Proofpoint

Category Action

Step 2: Configure IPS actions

Threats are grouped into categories. For any threat that is detected in each of these categories, the
engine can be set to log the threat (which is the default action), ignore, or block - drop the matching
packets.

Advanced IPS Enabled @

© Advanced IPS requires a subscription license from Proofpoint which will support the full ET-Pro rule set. Analysing traffic against these rules has an impact on the throughput performance of the device. In
order to get the best balance between security and performance, customers should refer to the IPS category descriptions, enabling categories that are most relevant to their organization and disabling
those that are less relevant.
For more information or to purchase a subscription, contact your local Allied Telesis sales representative. Find your local Allied Telesis office at www.alliedtelesis.com/contact

If a subscription license hasn't been purchased then the built-in categories may be used. These categories are managed within the Security menu under Intrusion Prevention.

For more information on the license for this feature, visit License Management

Choose Provider

Proofpoint -

Advanced IPS System Category

Rule
Categol Action Description
egory P Count
active-ftp Log Block Ignore Signatures for detecting FTP connections using active mode. In active mode FTR, the server initiates the data connection to the client 2
activex Log Block Ignore Signatures for protection against attacks on Microsoft ActiveX controls and exploits targeting vulnerabilities in ActiveX controls &1
attack- Lo Block Jgnore Signatures to identify responses indicative of intrusion. Examples include but not limited to LMHost file download, presence of web banners and 581
response g d the detection of Metasploit Meterpreter kill command. These are designed to catch the results of a successful attack
botec Lo Block \gnore (Bot Command and Control) Signatures that are autogenerated from several sources of known and confirmed active botnet and other Command 2
o o and Contral (G2) hosts. This category is updated daily. Primarily sourced from Shadowserver.org
Signatures that identify traffic related to numerous chat clients such as Internet Relay Chat (IRC). Chat traffic can be indicative of possible check-
chat Log Block Ignore 52

in activity by threat actors

For example, to drop UDP decoder events, scroll down to the category and set the action to Block.

udp-decoder-

events Log BIO% Ignore Signatures for detecting UDP packet abnormalities 3
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Step 3: Save configuration changes

Save the Advanced IPS configuration changes to make them part of the boot configuration file.

AS40505-2 Uptime: 0 days 03:02 = Manager Save

IP Reputation

IP Reputation provides comprehensive IP reputation lists through Emerging Threat (ET)
Intelligence™ (provided by Proofpoint™), which identifies and categorizes IP addresses that are
sources of Spam, viruses and other malicious activity. With real-time threat analysis, and regular
updates to reputation lists, IP Reputation keeps network protection against hazardous websites
right up to date.

Step 1: Enable IP Reputation

B Go to Licensed Features > IP Reputation

[@ Licensed Features

Application Control
Web Control

URL Filtering

IP Reputation

Malware Protection

m Click the Enabled/Disabled switch to enable IP Reputation

m Set an Update interval to contact the Update Server for IP Reputation list updates

IP Reputation

© P Reputation provides comprehensive IP Reputation lists through Emerging Threats’ ET Intelligence, which identifies and categorizes IP addresses that are sources of spam, viruses and other malicious
activity. With real-time threat analysis, and automatic updates to reputation lists, IP reputation keeps network protection against hazardous websites right up to date.

For mare information or to purchase a subscription, contact your local Allied Telesis sales representative. Find your local Allied Telesis office at www.alliedtelesis.com/contact

For more information on the license for this feature, visit License Management

Check for updates

Custom A

IP Reputation Category
Category Action
LAC Log Block Ignore

Step 2: Configure IP Reputation categories

IP Reputation uses categories to classify the nature of a host's bad reputation. For example, IP
addresses known to be sources of Spam will be added to the Spam category.

For any category, IP Reputation can be set to log the threat (which is the default action), ignore, or
block/drop the matching packets.
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To drop traffic from websites known as sources of Spam, set the Spam category to Block.

IP Reputation

reputation lists, IP reputation keeps network protection against hazardous websites right up to date.

For more information on the license for this feature, visit License Management

Checkfor updates.

1 hour -

IP Reputation Category

@ P Reputation provides comprehensive IP Reputation lists through Emerging Threats® ET Intelligence, which identifies and categorizes IP addresses that are sources of spam, viruses and other malicious activity. With real-time threat analysis, and automatic updates to

For more information or to purchase a subscription, contact your local Allied Telesis sales representative. Find your local Allied Telesis office at wwy alliedtelesis comy/contact

Category Action
SharedHosting Log Block Ignore
Skype_SuperNode log Block Ignore
SocialMedia Log Block Ignore
Spam Log  Block Ignore
SpywareCnC Log  Block Ignore
StreamingMedia Log Block Ignore
TorNode Log Block Ignore
Undesirable Log Block Ignore
Utility Log Block Ignore
VPN log Block Ignore
Web_Crawler Log  Block Ignore

Enabied @)

Step 3: Save configuration changes

Save the IP Reputation configuration changes to be part of the boot configuration file.

AS40505-2 Uptime: 0 days 03:02 = Manager

B Save

Note:
widget.
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The Dashboard

Now that we have configured the firewall, application control, web control, and threat protection
features, let's take a look at the Dashboard of the GUI, and what information is provided in the
various widgets (applications).

® Go to Dashboard from the main menu:

DaShbo Cl 'd m
" System Information o
Port Status # Y Top 10 Applications Reset
cPy 1% |
T Please enable Application Control to see your Top 10 Applications
- —_— Memory 54.9% [N
N H N
| NN H NN W . Temp 34
z 4 6 8
Fans - Status: Active
Top 10 Categories
Environment + Status: Good
Security Monitoring # No categories have been accessed yet.
System Time (® 10/28/2025, 4:35:00 PM
Rule Stats Status
Firewal 2Rules A 2Emors o/ Teafié Widget
ar AR A B B Interface Traffic  Firewall Traffic
Select Port
Traffic Control 1 Rule A 1 Error ON Vi
Port eth1
i i E
nirusion - o ; Inbound Traffic [ ] Outbound Traffic
Prevention 1.0
09
URL Filtering URL Hits (0) ON Vv 08
or
Applm?llnn oFF 7 33 06
Control z ie
s § 04
B Category Hits (0), Rule Hits (0}, Cached URLs (2), = 7 5
Cache Hits (0) 03
02
1P Reputstion Packets Blocked (0) ON i 0.1
o
Malware ) 1800 19:00 20:00 2100 2200 23:00 0000 0100 0200 0300 0400 0500 0600 0700 0800 0900 1000 1100 1200 1t
il Packets Dropped (0) ON 7

Currently, the widgets are:

m Port Status (not available for the 10GbE UTM Firewall and AR4000S-Cloud)
m System Information

m  Traffic (not available for the 10GbE UTM Firewall and AR4000S-Cloud)

m  Security Monitoring

® Top 10 Applications

m  Top 10 Categories

The next section provides a brief summary of their functionality.
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Port Status The Port Status widget displays the front panel ports of the device.

Any ports that are currently ‘up’ are shown in green. Hovering your mouse over any port that is ‘up’
displays the Port Information panel, with statistics over the last 5 minutes. The panel lists the port’s
number, speed, packet transmit and receive counts, utilization percentages, and VLAN associations
and aggregation options. For example, display status information for port 1.0.1:

m  Click on the Configure button to access port options.

Port Status
1 3 & 7
—
g HEE H BN
H e —— = —— —
o<
Port Information (last 5 minutes) o
[tre,
Port portl.0.1
Speed 1Gbps Full Duplex
Packets TX: 13,634
RX: 5,889
Utilization TX: 0.04%
RX: 0.00%
VLAN Untagged 1
VLAN Tagged 179

®  From the Port Configuration panel, you can enable or disable the port, or configure its speed,
duplex mode, polarity, and aggregator status.

m  Click Apply to save changes.

Port Configuration X
Port 1.0.1 Enabled Q
Speed

Auto -
Duplex

Auto Duplex -
Polarity

Auto -
Aggregator

Dynamic hd
Channel Group

1
Mode Active Q

canue'
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Note: The Port Status widget is not available for the 10GbE UTM Firewall and AR4000S-Cloud.

System This widget shows CPU and memory use, as well as device health.

Information

System Information

CPU
Memory
Temp

Fans
Environment

System Time

sl

7% [
24.6% [

35°
« Status: Active
~ Status: Good

(D 7/29/2024, 10:25:41 AM

Interface The Interface Traffic widget shows traffic passing through a chosen interface in both directions

Traffic  5yer a 24 hour period.

Traffic

Interface Traffic Firewall Traffic

Select Port

Port vlan200

Port eth1

Traffic

Interface Traffic Firewall Traffic

Select Port

Port vlan200

(4
Port eth2 0.18 £
Port vian1 7
Port vlan100 b
Port vlan179 aar"
Port vlan200 T e
s o 012
B o
= o040 2810
- <
° 008
&
= 006
0.04
0.02 11 KRR AR

12:00 13:00 14:00 15:00 16:00 17:00 18:00 1%:00 20:00 21:00 22:00 23:00 00:00 01:00 02:00 03:00 04:00 05:00 06:00 07:00 08:00 0300 10:00

] Inbound Traffic "] Outbound Traffic

Note: The Interface Traffic widget is not available for the 10GbE UTM Firewall and AR4000S-Cloud.

Firewall When you have Firewall Traffic enabled, the Firewall Traffic widget shows traffic passing through

Traffic

C613-22078-00 REV ZA
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Traffic Widget
Interface Traffic Firewall Traffic

60

tive fiewall connactions
w
=1
S

20

A

13:00 14:00 1500 16:00 17:00 18:00 19:00 20:00 21:00 22:00 23:00 00:00 01:00 02:00 03:00 04:00 05:00 06:00 07:00 08:00 09:00 10:00 11:00

Note: The Firewall Traffic widget is not available for the 10GbE UTM Firewall and AR4000S-Cloud.

Security The Security Monitoring widget shows the main security and threat protection features of the
monitoring  firewall in one handy location. You can see which are currently enabled and which are not. You can
select edit to go to that feature’s dedicated page to configure it further.

Security Monitoring
Rule Stats Status
Firewall -F Vi
NAT : Va
Traffic Control F >
Intrusion
3 Packets Matched (0) ON >
Prevention
URL Filtering URL Hits (1) ON /7
Application
" ON /7
Control
Category Hits (0), Rule Hits (0), Cached URLs (0),
Web Control b - \ E - ON >
Cache Hits (0)
IP Reputation Packets Blocked (0) ON i~
Malware
Packets Dropped (0) ON Va
Protection
— Files Scan_n-e:l (0), Fi.!es Skipped (0), Viruses Found - P
(D), Scan Failures (0)

You can also see how many rules are configured for the various features, and statistics for each of
the security features, for example: URL rules hit, packets blocked, and viruses found.
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Top 10 The Top 10 Applications widget shows the top 10 applications using firewall bandwidth. You have
Applications  the apility to take action based on this reporting, by adding a new firewall or traffic control rule. To
add a new firewall or traffic control rule, simply click on the ‘F’ or ‘T’ Add Rule buttons.

Top 10 Applications Reset

Application MB Add Rule
ssl 117.3
icmpv6 96.76
udp 83.44
eth 16.41
dhep 12.6
wsdscury 8.3
arp 3.69
ntbiosns 3.28
pim 1.03
ssdp 0.49

The Top 10 Applications table shows cumulative totals, and is live, so the MB used will change and
applications will move position in the table. Clicking the reset button will zero all totals and start to
display the top used applications from that time onwards.

Here is an example of creating a new traffic control rule. Click the Apply button to apply the rule:

New Traffic-Control Rule X
Application

youtube
From

public / internet ~

4 € public

To

private / lan ~
Bandwidth 10.00 Mbps

10000 ‘

Once you have created the rule it appears in this dialog from where you can view and edit it:
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Traffic Control

1 Rule

Application From To Bandwidth Errors

youtube Z Public Z Private 10.00 Mbps

Top 10 Similar to the Top 10 Applications widget, the Top 10 Categories widget shows the top 10 Web
Categories  control website categories that are using firewall bandwidth. Click on the ‘W’ button to create a new
Web control rule from the widget in response to this reporting.

Top 10 Categories

Category Hits
News 57
Sports F
Travel 2

Social Networking 1

Celebrities, Entertainment 1

Configure The Dashboard Configure button (top right) allows you to turn on or off: Port Status, Traffic Widget,
Top Applications, Top Categories, Security Monitoring, and System Information. Click the Apply
button to apply the configuration changes. Click the Cancel button to backout without making any
changes. Click the Reset button to put the settings back to their default values.

Click Configure to show the Dashboard Configuration options:

Dashboard

e — Please enable Application Control to see your Top 10 Applications
HEE H BN
L L 11} L1 I

Click Apply to set the Dashboard display:

C613-22078-00 REV ZA The Dashboard | Page 66



Dashboard Configuration

Port Status

Traffic Widget

Top Applications
Top Categories
Security Monitoring

System Information

Reset

Cancel

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

888484848 -

System Further system information is available on the About page, under the System menu, such as model,
MAC address, serial number, firmware, GUI versions, and so on.

Page

GUI

timeout

About

FindMe

LED Pattern Timeout

All - 1 minute -

System Information
Name:
Model:
MAC Address:
Serial Number:
Environment:
Current Software:
Software Version:
Bootloader:

GUI Version:

GUI Build:

Storage Information

Memory

A540505-2

AR40508

00-00-cd-38-ec-b4

A05049G221700158

& status:Good

AR40505-awplus_main-20251015-962.rel

awplus_main-20251015-962

528

2220

20251015_2115

s

Disabled e

1.08 GB/1.96 GB

To change the GUI time out parameters, from the System menu, click Configure.
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Configure System Settings

Name

AS40505-2

SMNMP Server Contact Details

SMMP Server Location Details

GUI Timeout

Disabled

Select a parameter from the drop down list. From here you can also edit Name, SNMP Server

Contact Details and SNMP Server Location Details.

Note: Vista Manager mini and the network map are not available for the 10GbE UTM Firewall and

AR4000S-Cloud.
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The Network Map

Under the main menu, there is a network topology map. To view the Network map, click the
Network MAP menu item.

B Go to Network Map from the main menu:

Dashboard
Wizard
Wireless Controller

Network Map

Security

The Network map shows details of the devices connected to your switch or firewall. You can use it
to see your:

®  Wired devices
m APs

m  Wireless deployment and coverage.

This section begins with a brief description of the network map, and the tasks you can perform
there. The section ends with a look at configuring the network topology view and customizing node
icon images.

Note that the screenshots in this section show an x930 Series switch, but the functionality is the
same for all devices that include the Wireless Controller.

Network map features

When you access the Network map from your device’s GUI, the Network map displays details of
your device, and other wired connections made to your device in a graphical display.

From the Network MAP page, you can:

m  Customize network icon images by clicking on them from the Node List.
B See a visual list of network nodes, including individual node details.

m  Configure the topology view, SNMP, and Device Discovery settings.

m  Create a heat map by clicking the + icon in the footer

m View stored heat maps

C613-22078-00 REV ZA The Network Map | Page 69



@

k-
E-

A |

1q6702-gen2r -

s

Use the network map to check the status of a node at a glance.

Node status is indicated by the node title background color:
B abnormal is red,
B managed is green,

® Dblue indicates an unmanaged node.

Network Map &node  8Managed

C613-22078-00 REV ZA The Network Map | Page 70



Viewing device information

In the network topology map view, your main device and any connected devices are displayed. Click
on a device to see information about the Hostname, Model, MAC address, and Software Version.

Information

Hostname : AR4050S-master

Model : AR4050S

MAC Address : 0000.CD38.026C

S/W Version : awplus_main-20251015-962

AMF

Node Type : Master
OB S ElS=lg | Manage [Pv4: 172.31.0.11
Manage 1Pv6 : fd00:4154:4d46:1:b
Recovery : Inactive

Backup : Enabled

Device information from AMF nodes are gathered by SNMP and Device Discovery. The Device GUI
uses this information to display the devices on the Network map. For information about Device
Discovery and SNMP, see the Device Discovery and Monitoring using SNMP Feature Overview and
Configuration Guide.

When you click on various devices in your network, depending on the security that has been set up,
you may be able to Open it as well, so you can log into it directly from the map.

Information
S \ Hostname : TQ6702e GEN2-R
¢ Model : -
IP Address : 10.37.179.28
:é; P MAC Address : 60E6.FOD4.A0C2
AWC
Status : Discovering

Configured : Modified
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Configuring the topology view

The Device GUI automatically creates a complete topology map from an AMF network of switches,
firewalls, and wireless access points (APs), showing areas and multiple levels of connected nodes
and devices.

From the Configure menu, you can configure a variety of settings related to the Network Map. These
include layout settings, SNMP settings, and Device Discovery settings.

To change the topology view settings:
Click the Configure button in the top-right of the Network MAP page.

Select the tab you wish to view, this includes Layout, SNMP, or Device Discovery settings.

Topology View Setting X

Layout SNMP Device Discovery

These are the Layout options:

Topology View Setting X
Layout SNMP Device Discovery
Limit nodes per line Enabled Q
Maximum number of nodes per line
10
Collapse child nodes Enabled @I
Collapse child nodes if there are more than:
5
Client polling interval (current session only)
Every 5
seconds
Background Image
|+
cance!
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These are the SNMP options:

Topology View Setting x

Layout SNMP Device Discovery

SNMP Discovery Enabled @I

SNMP Polling Interval

300

SNMP Version vi v2e v3

Community

public

Ganeel m

These are the Device Discovery options:

Topology View Setting x

Layout SNMP Device Discovery

Polling Interval

60

Permitted IP addresses

197.37.10.1 m

Denied IP addresses

Denied Interfaces

Gancel m

1. Change the settings you wish to edit, and click Apply to save your changes.

2. Save the changes to your configuration.
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Customizing device icons

You can customize the look of your network nodes with icon images. For example, you can add
access point, switch, and router images to make the network map easier to understand.

Network Map  #tode 8 Managed

et

ALL (8) z "
Name Type x930-master
AR40508-master AMF
— AS40508-2 AMF
(e x030-master AME mfcloud-cont I?Egéi
[am— ¥230-2 AMF
B tg6702-gen2r AMF &
AS4050S-2
[ ¥550 AMF
amfcloud-cont AMF O
1q6702-gen2r

To customize a device icon:

1. From the Network map, open the Node List by clicking the arrow on the left.

2. Click on a node’s icon image in the list to open the settings.

Node List '

ALL (8)

AR40505-master AMF

AS40505-2 AMF
[— ¥930-master AMF
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Click on the device icon, or the edit pencil icon to open the icon menu.

Information X
Samme v
Firewall
£ Reset [ Open
Tite
AR40508-master
Information | AMF MASTER |
Host Name AR40508-master
Model AR4050S
IP Address
Mac Address 0000.CD38.026C
S/W Version awplus_main-20251015-962
Gancel E

3. Scroll and select an image from the library or click the ‘+’ sign to add a custom image from.

Information x
Seeme v_
Firewsll
rd 4D Reset 2 open

+ =3

wirele

m L =

irele.. Firewa.. Firewa.  Switch  Switch.

| = @ m

indust. Chassi. Chassi. sbx908 sbx908. sbx908. sbx908.

Title

AR40508-master

Informarion | AMF MASTER |

Host Name AR40505-master

Model AR40505

IP Address

Mac Address 0000.CD38.026C

S/W Version awplus_main-20251015-962

s E

4. Click Save.

5. Save your configuration.
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Accessing the Device GUI from the Network map

You can access another device’s GUI instance from the Network map by clicking the open button on
the information panel. For example, the screenshot below shows an x230 that is a client device of an
AR40508S. Clicking on the open button will open the x230 switch’s Device GUI in another browser

tab.

Information

Hostname : AS40508-2

Model : AR4050S

MAC Address : 0000.CD38.ECB4

AMF

NodeType: Member 4
E T :anage [P\]m: 172 31.0.1
tecovery : Inactive
[ ]
I )
When you double-click a device’s icon on the Network Map, the node information is displayed. In
the node information window, click on the Open button to access the device’s GUI.

Information
Hostname : ARX200

Model : ARX200S-GTX

MAC Address : 00C2.8F12.DD89

AMF

Mode Type : Member
Manage IPv4: 172.31.13.42
Recovery : Inactive
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You can use the Node List to help you locate a device in the network map. Simply click the device in
the Node List to see its Information details.

Network Map  etode  8Managed
w—— (2]
833288
AR4050S-master x930-master
AR4050S-master AMF
Information
Hosmame : ARX200
S
b i AS40505-2 AMF Model : ARX200S-GTX
MAC Address : 00C2.8F12.DD89
Kl
[ x930-master AMF Node Type : Member
Manage IPv4 : 172.31.13.42
Recovery : Inactive
B 1q6702-gen2r AMF
e iy AS4050S-2
amfcloud-cont AMF
I — ARX200 AMF i
tg6702-gen2r
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Wireless management

Allied Telesis UTM Firewalls incorporate Autonomous Wave Control (AWC) wireless management,
allowing your wireless access points (APs) to be setup and managed from the Device GUI on your
security appliance. AWC uses wireless intelligence to constantly model AP location and signal
strength information. It then automatically optimizes wireless output and channel selection for
optimum performance.

Note: The Vista Manager mini settings are not available for the 10GbE UTM Firewall and AR4000S-
Cloud.

The device GUI includes a Wireless Controller menu, which enables you to set up your wireless
network, monitor and configure the network, and manage AWC:

®  Go to Wireless Controller from the main menu:

Wizard

Wireless Controller

Wireless Setup

Monitoring

AWC Management

The device GUI also displays heat maps for managed APs on the network map.
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Other features

The Device GUI has a number of other great features. The Network Infrastructure menu includes
interface management, VLAN management, DNS management, and various other tools.

‘ @ Network Infrastructure v
The Network Services menu allows you to configure the firewall as a DHCP server for the network.

There are configuration options for SMTP, RADIUS, Tools, and AAA here too. These will not be
detailed here, but are easy and intuitive to use.

@ Network Services v

The System menu includes information about the device’s model name, MAC address, and
firmware/software etc. You can also manage your files, licenses, and logging here.

System

About

File Management
License Management
Services

SSH

Monitor

Time

Logging

Trigger

Ping Polling

Updates

cu

Note: The Time settings are not available for the 10GbE UTM Firewall. Its time settings are managed
through the VST-APL menu.

Let’s look at a few important features:
m "File management" on page 80

m ‘"License management" on page 81
m "Logging management" on page 83

m  "AMF Security mini on the AR4050S Series" on page 87
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File management

The File Management page is located under the System menu. Use this page to view all files

stored on the device, as well as any USB device or SD card that is plugged in.

The upload and download functions provide an easy way to add new files such as firmware,
configurations, scripts, or URL lists to the device.

You can use this page to set the device’s software release or upgrade its firmware and reboot.

File Management

Set Boot Release File

Current:

Backup:

Set Boot Config File
Current:
Backup:

Running:

Storage Usage
1%

fs / flash /

Name ~

Click to change the
view from fs or flash

flash:/AR4050S-awplus_main-20251015-962.rel

flash:/AR40505-5.5.5-0.5.rel

flash:/default.cfg

Not Set

Modified —

Size(bytes) —

View Configuration

410.3M /3.56

& Upload

Actions

m By default, the flash system files are shown as above.

m  Toview files on a USB device, navigate back to the main file system (fs), and choose USB: Load
some files on a USB and plug it in to reproduce this screen shot. Check it is available for all

routers.

Modified —

11/3/2025, 22117 PM

1/1/1970, 12:00:00 PM

Actions

Use the upload option to browse and locate the file you wish to add to the firewall. From here it is
easy to add more files and change the release and configuration files to be used.
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For example, for an easy 3-click firmware upgrade, simply:
1. Browse to the new firmware file using the upload option
2. Set the new firmware file to be the boot release

3. Re-boot the device.

File Management e

Set Boot Release File

Current: flash:/AR4050S-awplus_main-20251015-962.rel a

Backup: flash:/AR40508-5.5.5-0.5.rel Pa

Set Boot Config File

Current: flash:/default cfg Fa
Backup: Not Set v

Running: View Configuration

Storage Usage
1% [ 410.3M /3.56

fs / flash / & Upload

Name ~ Modified — Size(bytes) — Actions

Tip The Storage Usage panel provides details on the percentage used and total available flash.

Storage Usage
1% [ 417.4M/ 3.6G

License management
You can use feature licenses to unlock advanced functionality on UTM firewalls.

Licenses such as advanced firewall, and advanced threat protection, enable additional security
features as described in Part 4 on page 50 and Part 5 on page 56 of this guide. You can purchase
AMF Master and AWC wireless licenses to manage your wired and wireless network devices. All of
the licenses are available in 1 or 5-year subscriptions.

The License Management page shows the licenses you currently have on your device. You can add
new purchased licenses from this page too.
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License Management

Feature Licenses

n7y

AMF Application Proxy
AMF Controller

AMF Guest

AMF Intermediate Node
AMF Master

AMFPLUS Controller
Base License

ATLNZ

Release Licenses

No licenses found

2018 2019 2020 2021 2022 2023

AMF Application Proxy

AMF Controller

AMF Guest

AMF Intermediate Node

AMF Master

AMFPLUS Controller

ATLNZ

T

2024 2025 2021

BaselL

Hover your mouse over a green license bar to show its details, such as duration and other relevant

feature information.

Application Control

| Duration

Provider
Procera

Oct 16, 2009 1:00 PM - Permanent

Adding a new subscription feature license

Subscription feature license files are in the ‘.bin’ file format. The ‘.bin’ file format is a file that stores
data in a compressed binary format. Once you have purchased your new subscription license you
should add it to your firewall.

For example, to add a 1 year Advanced Threat Protection (ATP) subscription license:

1. Go to System > License Management

2. Click the Upload License button.

3. Browse and select the ‘.bin’ file you purchased. Once selected, the ‘.bin’ file will be uploaded and

the subscription license added to your device.
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Add License Result

Licenses added successfully

Logging management

The Logging page shows buffered and permanent log messages stored on the device. There are
two tabs, Buffered and Permanent.

m  Go to System > Logging from the main menu:

System

About

File Management
License Management
Services

S8H

Monitor

Time

Logging

Trigger

The Buffered tab is displayed by default:

Logging
Buffered Permanent Filter
Q All Severity
Date ~ Facility ~ Level
2025 0ct29 11:40:41  locals notice
20250ct29 11:38:26  locals notice
20250ct2911:38:25  locals notice
20250ct2911:36:07  locals notice
20250ct2911:26:55  locals natice

Program ~

IPS

IPS

IPS

IPS

IFS

Total Messages 236 i Clear Logs 1 Refresh

Message ~

rule reload complete
rule reload starting
rule reload complete
rule reload starting

rule reload complete
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You can filter logs in 3 different ways to focus your view and support easy analysis:

1. sort columns in ascending or descending order.

Logging
Buffered Permanent Filter
Q : All Severity
Date ~ Facility ~ Level -
20250ct 29 11:40:41  locals notice
20250ct2911:38:26  locals notice
20250ct2911:38:25  locals notice

Program -~ Message ~

IPS rule reload complete
IPS rule reload starting
IPS rule reload complete

Total Messages 236§ Clear Logs ) Refresh

2. select the severity of logs to display, e.g Critical, Warning, Error etc.

Logging
Buffered Permanent Filter
Q All Severity -
All Severity
Date -~ Facilit A
Emergency
20250ct 29 10:26:40  user tify
20250ct2910:29:45  locals *lert
20250ct 20 10:26:42  localg Critical
20250ct2910:26:42  localé Error
20250ct2910:26:42  localé Warning
20250ct 29 10:26:42  localé crit ATMF
3. search for any text string found in the logs.
Buffered Permanent Filter
Q, joined| €| Al severity b Total Messages 22 | Clear Logs ) Refresh
Date -~ Facility -~ Level ~ Program - Message ~
2025 Oct 29 14:08:10 localé crit ATMF AR4050S-master has(joined] 2 members in total.
2025 0ct 29 14:08:10 locale crit ATMF x230-2 had[oined. |3 members in total
2025 Oct 29 14:08:10 locals crit ATMF tq6702-gen2r hagjoined # members in total.

4. Click the Configure button to access the Logging Configuration settings:
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Logging Configuration

Date Time Format

Default: YYYY MMM DD HH:MM:SS

Cancel

5. Select the Date Time Format from the drop-down list, and click Apply.

From the Filter tab on the Logging page, you can create filters to manage which logs are stored on
the device and also set up a Syslog server(s) for remote log storage.

The Filter tab has a further two tabs: Local and Remote (i.e. syslog server).

Buffered Permanent
semoe

Buffered

Level Facility Program Message + New Filter
* [ ]

Notice all all

Permanent
Level Facility Program Message + New Filter
Warning all all * ]

B Use the Local tab (default) to create filters to manage the level of logs that are stored in the
buffered and permanent logs on the device. You can also delete the buffered or permanent logs
using the Clear Logs button.

To create a new log filter:
Click +New Filter

+ New Filter

1. Select a Notice level: All, Emergency, Alert, Critical, Error, Warning, Notice, Info, or Debug.

2. Select the Facility and Program - a drop-down list appears when you begin typing in these fields.

3. Type in the log ‘message’.
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4. Select Included or Excluded.

5. Click Apply.

Add filter for buffered log ®
Level

Critical A
Facility

syslog -
Program

stp X w
Message

check thisf ‘
Filter type Exclude Q

Cancel

This enables log storage on the device to be configured exactly as desired.

Use the Remote tab and the +New Host button to set up a syslog server to send log messages to
for storage and analysis.

Buffered Permanent Filter

Local Remote

10.37.95.54 B Delete Host
Level Facility Program Message
Critical all all ® [}
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AMF Security mini on the AR4050S Series

The main menu supports AMF Security mini (AMF-Sec mini) on the AR4050S Series. Allied Telesis
Autonomous Management Framework (AMF) simplifies and automates network management. AMF
Security mini adds a powerful security component with an intelligent SDN controller that works with
firewalls and other security devices to instantly respond to alerts, and block the movement of
malware threats within a wired or wireless network.

Wizard
Wireless Controller

Network Map

Security

AMF Security mini

Licensed Features

For more information on using AMF-Sec mini, see the User Guide: AMF Security mini.

5G Mobile on the AR4050S-5G

The 5G feature uses an internal cellular modem that supports 5th generation mobile communication.
This modem supports configuration of carrier information used to connect to mobile carrier
networks. This modem can also connect to 3G and 4G wireless networks automatically. The router
connects to the fastest available wireless technology. Dual SIM card slots support resilient mobile
connectivity, with the ability to use SIM cards from two different carriers.

5G refers to the internal Sierra Wireless EM9191 modem. It features a higher speed wireless
connection that creates two WWAN interfaces. The interface ‘wwan0’ is used for the internal
EM9191 modem. The interface ‘wwan1’ is available for external USB 3G and 4G cellular modems.

The Wireless WAN menu enables you to set up, monitor, and configure your 5G connections. For
detailed documentation on 5G mobile broadband configuration, see 5G Mobile UTM Firewall
Feature Overview and Configuration Guide.

C613-22078-00 REV ZA Other features | Page 87


https://www.alliedtelesis.com/configure/amf-security-mini-user-guide
https://www.alliedtelesis.com/nz/en/documents/5G-mobile-UTM-firewall-feature-overview-and-configuration-guide
https://www.alliedtelesis.com/nz/en/documents/5G-mobile-UTM-firewall-feature-overview-and-configuration-guide

Wireless WAN

From the main menu, go to Network Infrastructure > Wireless WAN:

FDB Table

Resiliency

DNS Relay

DNS Client
ARP Table

V6 Transition
Bridging

IGMP Snooping
PPPoE Relay
wireless WAN

Dynamic DNS

From the Network Infrastructure menu, select Wireless WAN. There are two tabs:

m  SIM/APN Configuration
From this tab you can display connection information, SIM information and add, edit or delete
APN profiles.

m Carriers
From this tab you can display or edit firmware and carrier information and files, for example,
upgrade to a later version of firmware and carrier.

SIM/APN Configuration

Click on the SIM/APN Configuration tab to view the connection status, view and edit the SIM
configuration failover interval, view and edit SIM card information and APN profiles:

Security = A% Alied Telesis ~ AR4050S-5G Stk_a_1363.0 Uptime 0dsys0070 & Manager B Save

Licensed Features
Wireless WAN
Network Infrastructure

Interface Management SIM/APN Configuration |  Carriers

Interface Counters

Connection Status SIM Configuration
VLAN
Network Acti
Static Routing e o Failover interval 3008 7/
Radio Active
FDB Table
Signal Strength (dBm) 0
Resiliency
Signal Bars
DNS Relay
IS Client System Mode
ARP Table
o Tt SIM Cards APN Profiles + New APN Profile
Bridging Sin Interfa.. APNP. Status  Present Active Packet
Profle e Data Userame  Authentication  Carrier
IGMP Snooping siM1 wwan0  vodaf.  admin.. Present Ac.. Va Name Protocol type Name
Type
PPPOE Relay
SIM2  wwan0 admin.. NotPr. Inactive e

IPva and
vodafone  vodafone.conz bt
Wireless WAN

Dynamic DNS
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Connection The Connection Status dialog shows the following:

Status

m |[f the network is active

m If the radio signal is active
®  The signal strength

B The signal bars

m  What system mode the network is operating in.

For example, LTE (4G):

Connection Status

Network
Radio

Signal Strength (dBm)

Signal Bars

System Mode

-99

LTE

Active

Active

SIM Config The SIM Configuration dialog enables you to edit the failover interval time in seconds. Click the

Edit button to change the time:

SIM Configuration

Failover interval

300s

The failover interval in seconds can be from the range 60 to 3600. Enter the number of seconds for
the interval in the Edit failover interval dialog:

Edit failover interval

Failover interval (seconds)

300

Click the Apply button to make the change. The default is 300 seconds. If you click the Reset
button the interval is set back to the default. The Cancel button allows you to backout without

making any changes.

SIM Cards The SIM Cards dialog displays information about the SIM cards and their slots, for example, the
SIM slot number, the interface, the APN profile, status, if the network is present or not and if 5G is

active or not:
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SIM Cards

siM Interface APN Profile  Status Present Active
SIM1 wwan0 vodafone  adminup Present Active rd
sIM2 wwan0 admindo.. NotPres..  Inactive rd

Click on the Edit button to select a SIM card to edit:

Edit SIM1 X
APN Profile

Carrier1 v
Status admin up Q

You can adjust the SIM card state and force it to be admin down or admin up. Click the Apply
button to make the change or cancel to back out without changing anything.

APN An APN profile must have a minimum configuration that includes the APN Name. The name field
Profiles accepts any string. Some carriers do not require any configuration and will allow you to connect to
their network as long as you have a valid SIM card. From the APN Profiles dialog you can edit,
delete or add APN profiles:

Profile Mame  APN Name  Packet Data Protocol Type Usermame  Authentication type Carrier Mame

Carrierl testl.com  IPv4 and IPve Jonathan  CHAP r

Carrier2 testl.com IPv4 and IPvée Rodger CHAP i

[ 1}
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Either click the Edit button to change an existing APN profile, or click +New APN Profile to add a
new one:

MNew APN Profile *
Profile Name
Carrier2

APM MName

testl.com

Username

Rodger

Password

Confirm password

ERRERRERERE

Authentication type

CHAP - Challenge Handshake Authentication Protocol -

Packet Data Protocol Type

IPv4 and IPve -

Carrier Name

Spark New Zealand

Information for these fields is supplied by your carrier. From this dialog you can change the APN
Name, Username, Password, Packet Data Protocol Type and Carrier Name.

If you add a Username you are required to enter a Password and authentication method. An APN
profile PDP (Packet Data Protocol) type defaults to IPv4 and IPv6. Some carriers only support IPv4.
You can get the details from your carrier.
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Carriers

From the Carriers tab you can display firmware and Carrier information:

Wireless WAN

Firmware Info
Preferred Firmware Version
Preferred Carrier Name
Preferred Config Name
Preferred Sub PRI Index
Current Firmware Version
Current Carrier Name
Current Config Name

Current Sub PRI Index

Carriers
Carrier Name

BELL

AVE Alied Telesis ~ AR4050S-56

SIM/APN Configuration

Build ID

03.09.06.00_BELL

03.09.06.00

™O

TMO0_030.035_000

000

03.09.06.00

T™O

TMO0_030.035_000

000

Firmware Slots

Slot ID Status

1 Empty

2 Empty

3 Good
Unique ID

030.000_000

stk_a_1363_0 Up time: 0 d;

Build ID

03.09.06.00_7

State

Usable

2 Manager A Save

State

-

-

Active

Firmware The Firmware Info dialog displays the following information:

Info

Preferred firmware version, preferred carrier name, preferred configuration file name as well as the
current version, configuration file name and carrier name. It also displays the sub PRI index for both
preferred and current versions.

Firmware Info

Preferred Firmware Version
Preferred Carrier Name
Preferred Config Name
Preferred Sub PRI Index
Current Firmware Version
Current Carrier Name
Current Config Name

Current Sub PRI Index

02.08.01.00

GENERIC

GENERIC_020.007_000

000

02.08.01.00

GENERIC

GENERIC_020.007_000

000

Firmware The Firmware Slots dialog displays the slot ID, status and build ID as well as the state of the slot.

Slots  For example, if the firmware slot is good, or empty and is usable or active:
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Firmware Slots

SlotID

Status

Empty

Empty

Good

Build ID

03.09.06.00_?

State

Active

]

If you want to delete some firmware, click on the Delete button beside the Slot ID for the firmware

version that you no longer want:

Firmware Slots

Slot ID

Status

Empty

Empty

Good

Build ID

03.09.06.00_7

State

Active

]

Confirm that you have selected the correct firmware version and slot, click the Delete button to

proceed:

Delete Firmware from slot 2

Delete Firmware from slot 2

Cancel

(=]

To add firmware and carriers click on the + Add Firmware/Carrier button:

Firmware Slots

Slot1D

Status

Empty

Empty

Good

Build ID

03.09.06.00_7

State

Active

]

]
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From the Add Firmware/Carrier dialog, select the required firmware file and the matching carrier
name file (PRI) from their correct locations and click Apply: Get some data in here?

Add Firmware/Carrier X
Firmware

flash:/03.14.10.04/SWIX55C_03.14.10.04-007.cwe v
Carrier Name

flash:/03.14.10.04/SWIX55C_03.14.10.04-001 _GENERIC_030.094_000.nvu 0 v

Cancel m

The following Update Started dialog appears, click the OK button to proceed:

Update Started x

Allow up to 2 minutes when upgrading firmware or carriers, followed by a reboot of the
device.

0K

After allowing for a period of at least two minutes, you can then reboot your device. To reboot your
router, from the main menu, select System > File Management:

AL Allied Telesis AR4050S-5G AR4D50S-56 Up time: 0 days 03-21 2~ Manager

File Management

Set Boot Release File

Wizard
Wireless Controller

Network Map Current: flash:/AR40508-5.5.5-1.4.rel i

Security

Backup: Not Set Vd
AMF Security mini

Licensed Features

Set Boot Config File
Network infrastructure

Network Services Current: flash:/default cfg 7
User Management
Backup: Not Set P4
Running: View Configuration
File Management
License Management Storage Usage

Click the Reboot button and wait for the router to come back up.
From the Carriers tab, check the Firmware Info dialog to confirm that the firmware and carrier files

you have upgraded are the preferred and current versions. Also check the Firmware Slots dialog
and the Carriers dialog to confirm that the correct version is active.
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Carriers

The Carriers dialog displays the carrier name, which build version it is, the unique file name ID and
its current state:

Carrier Name Build ID Unigque 1D State

ATT 02.08.01.00_ATT 020.007_000 Usable [] Vi
GEMERIC 02.08.01.00_GENERIC 020.007_000 Active

T™O 02.08.01.00_TMO 020.006_000 Usable [ ] rd

You can also delete PRI files using the Delete button. The Set Active button allows you to select
which carrier you want as the active carrier.

If you need to add a new carrier PRI file, then you can click the +New Carrier button and then select
which file you want to add. Click the Apply button to select the file:

New Carrier X

Carrier Name

flash:/03.14.10.04/SWIX55C_03.14.10.04-001 _GENERIC_030.094_000.nvu v

Cancel

C613-22078-00 REV ZA

Allied Telesis NETWORK SMARTER

North America Headquarters | 19800 North Creek Parkway | Suite 100 | Bothell | WA 98011 | USA |T: +1 800 424 4284 | F: +1 425 481 3895
Asia-Pacific Headquarters | 11 Tai Seng Link | Singapore | 534182 | T: +65 6383 3832 | F: +65 6383 3830
EMEA & CSA Operations | Incheonweg 7 | 1437 EK Rozenburg | The Netherlands | T: +31 20 7950020 | F: +31 20 7950021

alliedtelesis.com

© 2026 Alied Telesis, Inc. All rights reserved. Information in this document is subject to change without notice. All company names, logos, and product designs that are trademarks or registered trademarks are the property of their respective owners,



	Getting Started on the Device GUI for UTM Firewalls
	Introduction
	What information will you find in this document?
	Products and software version that apply to this guide
	Related documents
	10GbE UTM Firewall documents
	AR4000S-Cloud documents

	Updating the GUI
	Using the CLI to update the GUI version
	Using the GUI to update the GUI version

	Using the wizard to configure Internet and VPN connections
	Setup an Internet connection
	Configuring a VPN connection

	What is a firewall?
	What are entities?
	Zones, networks, and hosts

	Using rules
	Configuring the firewall
	Part 1: Configure a standard 3-zone network
	Part 2: Configure the firewall for Update Manager
	Part 3: Configure free security features
	Part 4: Configure licensed Advanced Firewall security features
	Part 5: Configure licensed Advanced Threat Protection (ATP) security features
	Part 6: Advanced IPS

	The Dashboard
	The Network Map
	Network map features
	Viewing device information
	Configuring the topology view
	Customizing device icons
	Accessing the Device GUI from the Network map

	Wireless management
	Other features
	File management
	License management
	Logging management
	AMF Security mini on the AR4050S Series
	5G Mobile on the AR4050S-5G


