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ipvé mld static-group . . ... ... e 677
showdebuggingmld .. ....... . ... ... .. 679
showipvbmldgroups . . ... ... .. 680
showipvemldinterface. . . .. ... ... . . . . . . 681
show ipv6 mld snoopingmrouter ... ........... ... ... ...... 682
show ipv6 mld snooping statistics . .. ....................... 683
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PART 5: AccessandSecurity. .. ... ...ttt ittt ittt nenas 684
Chapter 22: IPv4 Hardware Access Control List (ACL)Commands ........... 685
Introduction . . . ... ... 685
ACCESSGIOUP .« v v v e e e e e e e e e e e e e e e e 688
access-list (numbered hardware ACLforICMP) . . ... ............. 690
access-list (numbered hardware ACL for IP packets) . . ... .......... 693
access-list (numbered hardware ACL for IP protocols) . . .. .......... 696
access-list (numbered hardware ACL for MAC addresses) . .......... 700
access-list (numbered hardware ACLfor TCPorUDP) . ... .......... 703
access-list hardware (named hardware ACL) . . . . .. .............. 707
(named hardware ACL: ICMPentry) .. ...... ... ... ... .. ....... 709
(named hardware ACL: IP packetentry) . . .. ... ... .. ... . .... 713
(named hardware ACL: IP protocolentry) . . . . .................. 717
(named hardware ACL: MACentry) . . . . ..o vt e e e e 722
(named hardware ACL: TCPorUDPentry) . .................... 725
commit (IPV4) . . . . e 729
show access-list (IPv4 Hardware ACLs) . .. .................... 730
show interface access-group . . . . . . . oo i ittt e 732
Chapter 23: IPv4 Software Access Control List (ACL)Commands . . . ......... 733
Introduction . . ... ... . . . e 733
access-liststandard (named) . . . . ... ... ... L 735
access-list (standard numbered) . ... ... ... ... . L. 737
(access-list standard namedfilter) ... ............ ... ... ..... 739
(access-list standard numberedfilter) . .. .......... ... ... ..., 741
maximum-access-list . . . ... ... 743
show access-list (IPv4 Software ACLs) . .. ....... ... .. ... .. ... 744
showipaccess-list . ........ ... . . ... . . e 746
vty access-class (numbered) . . ... ... .. 747
Chapter 24: IPv6 Software Access Control List (ACL)Commands . . . ......... 748
Introduction . ... ... e 748
ipv6 access-list standard (named). . . ... ... ... . oo L. 750
(ipv6 access-list standardfilter) . ... ....... ... ... ... ......... 752
show ipv6 access-list (IPv6 Software ACLS) . .. .................. 754
vty ipv6 access-class(named) . .. ...... . ... .. e 755
Chapter 25: QoSCommands . ......itittietneerosesensosranssns 756
Introduction . . . ... .. 756
Class . .. e 758
Class-Map . . . .o 759
clear mls qos interface policer-counters. . . . ................... 760
default-action . . ... ... . . . . . 761
description (QoS policy-map) . . ... . e 762
egress-rate-limit . . . .. ... L 763
match access-group . . ... ... 764
MatCch CoS . . . . . e 766
matchdscp . . . . . o e 767
match eth-formatprotocol . . .. ...... ... .. ... . .. .. . . ... 768
matchip-precedence . ... ...... . . . . ... 771
matchmac-type . . . ... . e 772
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matchtcpflags . .. ... . o 773

matchvlan . . ... e 774
MIS QOS COS & v vttt e e e e e 775
misqgosenable. . ... ... . . . e 776
MIS oS Map COS-qUEUETO . . . . . i v ittt e 777
mls gos map premark-dscpto . ... ... .. ... . 778
NOPOlICE . . . . . 780
policesingle-rateaction. . . .. ... ... .. . . . . . e 781
policetwin-rateaction. . . . ... ... ... . . . . e 783
policy-map . . . . . 785
priority-queue . . . . e e 786
reMark-Map . . . o e e 787
FEMArk NEW-COS . . . et e et e e e e e e e 789
service-policy input . . . ... e 790
showclass-map . . ... oo i e 791
ShOwmIS oS . . . oo i 792
showmlsqosinterface . ...... ... ... . . .. .. . . . . . . . 793
show mls qos interface policer-counters . .. ................... 794
show mls qos interface queue-counters . ..................... 796
show mls qos interface storm-status . . . . ..................... 798
show mls qOS MapPs COS-QUEUE . . . . . v v vt ittt e e e 799
show mls qos maps premark-dscp . .. ........... . . ... 800
show platform classifier statistics utilization brief. . . . .. ........... 801
showpolicy-map . ... ... e 802
storm-action . . . ... e 803
storm-downtime . .. ... . e 804
storm-protection . . . ... ... 805
storm-rate . . .. e 806
storm-window . . . . ... 807
trustdscp . . .. 808
wrr-queue disablequeues . .. ... ... . 809
wrr-queue egress-rate-limitqueues . ... ... ... o o 810
wrr-queue weightqueues . .. ... . . e 811
Chapter 26: 802.1XCommands .. .....ctetttttttttcrnereanaaoa 812
Introduction . . ... ... . . e 812
debugdotlx . ... .. . 814
dotix control-direction . .. ... ... ... .. ... . .. . 815
dotlxeap . . . . i e 817
dotlxeapol-version . .. ... ... . .. . . . . ... . e 818
dotlxinitializeinterface. . . . . .. ... ... .. .. 820
dotlixinitialize supplicant ... ......... ... ... .. . . . . ... ..., 821
dotix keytransmit . . ... ... ... ... ... 822
dotlxmax-auth-fail ........... . ... .. ... . .. . . . . . ... 823
dotlxmax-reauth-req . . ... ... ... . . .. . . . . e 825
dotIxport-control . . .. ... .. . . .. 827
dotIxtimeouttx-period. . ... ... ... ... ... e 829
showdebuggingdotix . ....... ... ... ... .. . . . . . 831
showdotTx . . ..o 832
show dotIxdiagnostics . . . .. ... ... 835
showdotlIxinterface. . .. ... ... ... .. . . . ... . 837
show dot1x sessionstatistics . . .. ......... ... ... .. . .. ... ... 842
show dotlx statisticsinterface. . . .. .......... ... ... ... ...... 843
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showdotIxsupplicant ... ..... ... ... .. .. . .. . . . ... 844

show dot1x supplicantinterface . .......................... 846
undebugdotTx . . ... . . e 849
Chapter 27: AuthenticationCommands . . . . ... ... ...ttt tneenns 850
Introduction . . ... ... . . e 850
authauth-failvlan . . ... ... . . . . . 853
authcritical . . ... .. . 855
auth dynamic-vlan-creation ... ... ... ... ... . . . . . . . .. 856
authguest-vlan . . ... ... . . . . e 859
authguest-vlanforward . . . .. ... ... ... ... ... . . ... . . ..., 862
authhost-mode . . . ... ... .. . . . . 864
authlog . . . . .o e 866
auth max-supplicant . . . . ... ... . . .. . 868
auth profile (Global Configuration) . . . . ...................... 870
auth profile (Interface Configuration) .. ...................... 871
auth reauthentication . . ........ ... ... ... . . . . . 872
authroamingdisconnected .. ............ .. ... . .. . ... ..., 873
authroamingenable. . . . ... ... ... .. ... 875
authsupplicant-ip .. ... ... ... . . . 877
authsupplicant-mac . . . ...... ... . . . . . . . . e 879
auth timeout connect-timeout . ... ....... ... .. . . . . . . 0. 882
auth timeout quiet-period . . ... ... ... ... .. . 884
auth timeout reauth-period ... ... ... ... ... ... . . . . . . .. ... 885
auth timeout server-timeout . . . .. ..... ... ... .. . . . . .. 887
auth timeout supp-timeout . . .. ... ... . ... 889
authtwo-stepenable .. ....... ... . . . . ... . . .. 891
auth-macenable . . ... ... . . . . e 894
auth-macmethod . ... ... ... .. . . ... e 896
auth-macpassword . ... ... ... . 898
auth-macreauth-relearning . . ... ... ... ... ... . . . . . ... 899
auth-macusername . .. .. .. .. ... .. e 900
auth-webenable . ... ... .. . . . . . 901
auth-webforward . ... ... ... ... .. . ... . .. 903
auth-web max-auth-fail . ... ..... ... ... ... ... .. .. .. ...... 906
auth-webmethod .. ....... ... . . . . ... 908
auth-web-server blocking-mode . .. ... ......... ... .. ... . ... 909
auth-web-server dhcpipaddress . .. ...... .. ... ... .. .. . .. ... 910
auth-web-serverdhcplease . ... ... ... ... ... .. ... . . ..., 911
auth-web-server dhcp-wpad-option . . . . ....... ... ... ... ... .. 912
auth-web-serverhost-name . . ... ... ... ... .. . . . . . . . 0., 913
auth-web-serverintercept-port . . . . ... ... ... .. . 914
auth-web-serveripaddress . . . .. ... ... ... . e 915
auth-web-serverpagelanguage . ........... ... ... ... ... ... 916
auth-web-serverlogin-url . . . . .. .. ... ... 917
auth-web-serverpagelogo . ........ ... ... .. . 918
auth-web-server pagesub-title . .. ..... ... .. ... . . L 919
auth-web-server page suCcess-mMessage . . . ... ... ..., 920
auth-web-serverpagetitle . . .. ... ... L L L 921
auth-web-server page welcome-message . . ................... 922
auth-web-server ping-pollenable .. ......... ... ... ......... 923
auth-web-server ping-poll failcount . . . ...................... 924
auth-web-server ping-pollinterval . . ... ..................... 925
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auth-web-server ping-poll reauth-timer-refresh . ... ............. 926

auth-web-server ping-polltimeout. . . ... ...... ... ........... 927
auth-web-serverport . . ... .. . . 928
auth-web-server redirect-delay-time . . ... ... ... ... .. . ... .. 929
auth-web-serverredirect-url . . .. ... ... L 930
auth-web-serversession-keep . . . ... ... ... . e 931
auth-web-serverssl. . . . .. .. . 932
auth-web-server sslintercept-port . . . .. ....... ... ... . . . ... .. 933
copy proxy-autoconfig-file . . .. ... ... ... ... . ... .. 934
copy web-auth-https-file . ... ... ... ... ... . L 935
description (Authentication Profile) . ... ..................... 936
erase proxy-autoconfig-file . . . . ... ... ... L 937
erase web-auth-https-file . . . . ........ ... ... ... . . . L 938
platform mac-vlan-hashing-algorithm. . . . .. .................. 939
showauth .. ... . e 940
showauthdiagnostics . . . . ... .. .. .. . . . 942
showauthinterface . .... ... ... .. .. .. . . . . 944
show auth sessionstatistics . . . .. ....... ... . ... . . . .., 947
show auth statisticsinterface . . ... .......... ... .. ... .. ..... 948
show auth supplicant .. ....... .. ... ... ... . . . . . . . . . . ... . 949
show auth supplicantinterface . ........................... 952
show auth two-step supplicantbrief . . . . ..................... 953
show auth-web-server . . . ... ... .. . 954
show auth-web-serverpage .. ... ... ... ... ... .. .. ... 955
show proxy-autoconfig-file. . . . ... ... ... ... ... .. .. . .. ... 956
Chapter 28: AAACOMMANAS . . vt v vttt ettt et nessosssessossannses 957
Introduction . .. ... e 957
aaaaccountingauth-mac. ... ......... ... .. . . . . 959
aaaaccountingauth-web . . . . ... .. ... 961
aaaaccountingcommands . . . .. ... 963
aaaaccountingdotlx . .. ... ... 965
aaaaccountinglogin. . . ... ... . . 967
aaaaccountingupdate . .. ... . 970
aaa authenticationauth-mac .. ........ ... ... ... . . L. 972
aaa authenticationauth-web . .. .. .. ... . L L L 974
aaa authenticationdotTx . .. ... .. .. ... . L 976
aaa authentication enable default group tacacs+ ... ............. 977
aaa authentication enable defaultlocal . ... ................... 979
aaa authenticationlogin .. ...... ... . ... . . 980
aaa authorizationcommands . . ... ... ... . . L L oL 982
aaa authorization config-commands. . . .. ........ ... .. . ... 984
QAAGIOUP SEIVEI . . v vttt e et et e e e e 985
aaa local authentication attempts lockout-time. . . . .. ............ 987
aaa local authentication attempts max-fail . . . . ................. 988
aaaloginfail-delay . ......... ... ... ... . . . ..., 989
accountinglogin . ... ... . 990
authorizationcommands . . . . .. ... ... L 991
clearaaalocaluserlockout . . . ......... ... ... ... ... . ... ... 993
debugaaa .. ... .. 994
loginauthentication . .. ....... ... ... . . . . . . e 995
ProXY-POrt . o oo e e 996
radius-SECUIe-PrOXY @@ . « v v v v v v et e e et e e e e e e 997
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server (radseCcProXy-ada) .« . . v v v v v vt vt e e 998

server mutual-authentication . . ... ........ ... ... ... . . ..., 1000
servername-check . . ... ... . . . 1001
servertrustpoint . . .. .. ... e 1002
showaaalocaluserlocked ... .. ... ... ... ... ... .. ... . ... ... 1004
showdebuggingaaa. ... ......... .. 1005
undebugaaa . . . ... e 1006
Chapter 29: RADIUSCommands. . . . . vttt v it e vt neennssonennnsnns 1007
Introduction . . . ... e 1007
auth radius send nas-identifier . ................ ... .. .... 1008
auth radius send service-type . .. ... ... .. . .. 1009
deadtime (RADIUS servergroup) . . . . v v oo v i it i e e e e e 1010
debugradius. . ... ... 1011
ipradius source-interface . . . . ... ... ... .. . 1012
radius-serverdeadtime . ... ... ... ... 1013
radius-serverhost . . . . . .. ... e 1014
radius-serverkey . . ... .. 1017
radius-serverretransmit . . . . . ... ... . 1018
radius-servertimeout . . ... ... ... . ... .. 1020
server (Server GroUp) . v v v v v e e e 1022
showdebuggingradius . . . ....... . ... 1024
showradius . . ... . e e 1025
show radius statistics . . ......... ... . ... ... . . . . 1028
undebugradius . . .. ... e 1029
Chapter 30: Public Key InfrastructureCommands .................... 1030
Introduction . .. ... . ... 1030
cryptokeygeneratersa . . ... 1031
cryptokey zeroize . ... 1032
crypto pkiauthenticate . . ... ... .. 1033
cayptopkienroll . . . . .. . 1034
cyptopkienrolluser ... ... .. . . ... 1035
cryptopkiexportpem . . . .. e 1037
cryptopkiexportpkes12 . ... 1038
cryptopkiimportpem . . . ... 1040
crypto pkiimport pkcs12 . . . . ... 1042
cryptopkitrustpoint . . . . .. L 1043
enrollment (trustpoint configurationmode) . . . .. .............. 1044
fingerprint (trustpoint configurationmode) . . ... ........ ... ... 1045
no crypto pkicertificate . . . ... ... ... ... 1047
rsakeypair (trustpoint configurationmode) ... ................ 1048
show crypto key mypubkeyrsa .. ....... ... .. .. . . . ... 1049
show crypto pki certificates .. ........ ... ... ... .. .. 1050
show crypto pkienrollmentuser . ... ...................... 1052
show crypto pki trustpoint . . . ......... ... ... .. .. ... . ... .. 1053
subject-name (trustpoint configuration) ... .................. 1054
Chapter 31: TACACS+Commands .. .....oitiveveesonennesnnnnns 1056
Introduction . ... ... e 1056
authorizationcommands . . . . ... ... .. 1057
aaa authorizationcommands ... ... ...... ... ... .. . . . . .. 1059
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aaa authorization config-commands. . . . . ... ... .. Lo ... 1061

iptacacssource-interface . . . . ... ... e 1062
showt