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Getting the most from this Release Note
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What'’s New in Vista Manager EX v3.17.1

Introduction

This release note describes the new features in Vista Manager EX™ v3.17.1. It covers
changes to Vista Manager EX plus the optional Autonomous Wave Controller (AWC)
plugin.

Further information is included for other supported plugins, and AMF Plus supported
menu items, highlighted with a badge in the Vista Manager EX UL.

You can obtain the software files from the Software Download area of the Allied Telesis
website. Log in using your assigned email address and password.

Contact your authorized Allied Telesis support center to obtain licenses.

Caution: Information in this release note is subject to change without notice and does not
represent a commitment on the part of Allied Telesis, Inc.

While every effort has been made to ensure that the information contained within this
document and the features and changes described are accurate, Allied Telesis, Inc. can not
accept any type of liability for errors in, or omissions arising from, the use of this
information.

New Features and Enhancements

This section summarizes the new features and enhancements added to Vista Manager EX
version 3.17.1.

It includes:

B “Al Network Assistant” on page 5.
B “Event Summarisation” on page 6.
B “Upgrading Firmware” on page 8.
B “"HCNET Account@Adapter integration support”on page 11.
B “OsecT plugin support for Vista Manager” on page 13.
B “Ability to select all Sites and Groups” on page 13.
B “RADIUS Login for Vista Manager” on page 14.
B “SNMP Trap Relay” on page 17.
B “Ability to check speed of AMF guest links” on page 19.
B “Device details update when details page is loaded” on page 19.
B “AWC enhancements”on page 19.

B “Disable http check-api-content-type-header before using Vista Manager” on page 33.
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Al Network Assistant

From version 3.17.1 onwards, you can obtain a license for the Al Network Assistant to

enhance your Vista Manager experience.

You can trial the Advanced Al license-exclusive features as part of the Vista Manager 90
day trial. Enable the Al Network Assistant feature from the Optional Features page,
toggling to Enable, and agreeing to the terms of service.

The Al Network Assistant is a conversational interface within Vista Manager that
helps users manage their network more easily. It can assist with checking network
information, providing guidance on configuration and features, answering questions
about Allied Telesis products, summarizing recent network events, and supporting
selected Al-assisted workflows.

Available Features

Network Visibility - Check firmware-manageable devices and network
information using natural language.

Event Summarzation - Summarize recent network events to help identify issues
more quickly. (Advanced Al License required).

Firmware Upgrades - Assist with checking firmware files and upgrading
devices.
(Advanced Al License required).

Configuration Guidance - Get step-by-step configuration guidance and ready-
to-run commands for your devices.

Product Information - Ask questions about Allied Telesis products and features.

Networking Knowledge - Get explanations of networking concepts in natural
language.

Note: Some responses may include source links to relevant documents. Use these

links to review the referenced material or confirm the answer in more detail.

Al Network Assistant

‘Save hours with instant network insights and actions - discover devices, keep firmware current, generate
), and get product guidance.
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How to enable the Al Network Assistant

You can enable the Al Network Assistant from System Management > Optional
Features.

®  When you first see the widget, the Enable/Disable toggle will be greyed out.

® To enable the Al assistant, you must first read the Terms of Service under the
widget before you can Enable the feature. Once accepted, you can enable the
feature.

B After you enable the Al assistant, click the new icon in the top right corner to start

a chat.
€ manager ~ @

When upgrading from a version prior to 3.17.1, you need to agree to the updated terms of
service.

License Details

You can chat with the Al Network Assistant without a license. However, some
advanced features require an Advanced Al License. These include:

B Event Summarization

m  Firmware Upgrades

These licensed features extend the Al Network Assistant with additional workflow
support for reviewing recent event activity and performing firmware upgrade tasks.

To obtain an Advanced Al License, contact your Allied Telesis support
representative.

Event Summarisation

From version 3.17.1 onwards, with an Advanced Al License, you can use the Al Network

Assistant to help you review and summarize network events.

Enter natural language prompts to quickly retrieve event data based on time, severity,
location, or specific criteria.

The Al Network Assistant analyzes event logs and returns concise results, allowing you to
identify issues quickly without manually reviewing logs.

The Al Network Assistant supports filtering by node name, AMF area, severity, and free-
text terms, allowing you to refine results directly in the chat.

It also recognizes both grouped severity terms (such as alarm, critical, abnormal, and
normal) and explicit severity levels (such as warning, error, and notice) when applying
filters.
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For example, you can use the assistant to check information about critical events over a 24
hour period. It provides a summary list of detected events along with their time of
occurrence, helping you quickly identify recent issues.

Show me all critical events

Al Network Assistant
In the last 24 hours, there have been two critical events on
your network:

1. Feature State Change: The AMF Plus feature has been
enabled. This event was logged at 11:59 AM on April
23,2026

2. Environment Alarm: An environment alarm was
triggered on the IE340 device. The alarm concerns the
voltage input sensor on the base board. This event
occurred at 11:58 AM on April 23, 2026.

These events indicate a change in feature status and a
potential issue with the voltage input on a specific device.
It may be advisable to investigate the environment alarm
further to ensure network stability.

5 G

®  The Al Network Assistant converts timestamps into a readable format using your local

time zone.

B The Al Network Assistant will not rewrite any events, and event retrieval is read-only.
The assistant reports event information without modifying or otherwise changing
events.

B The Al Network Assistant filters archived events based on your request. The Assistant
excludes them by default, includes them when specified, or returns only archived
events when requested.

B The Al Network Assistant filters archived and hidden events by default. It includes them
when specified, or can be used to only include archived or hidden events.

B The Al Network Assistant limits each query to a maximum of 100 returned events and
notifies you when additional matching events are available beyond this limit.

B Results are restricted by the permissions of the user account.

Example prompts

Use these example prompts as a guide to create your own queries and generate
summaries that match your operational needs.
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Example prompts include:

B “What should | know about my network activity from the last 24 hours?”
B “Show me all critical events from the last 2 hours.”

B “What events happened in AMF area “Tokyo-South” between midnight March 23rd
2026 and midnight March 24th 2026?"

B “Find warning or error events for node x930-core-1 in the last 24 hours.”

B “Search eventlogs from 8am March 23rd 2026 to midday March 23rd 2026 for the text
‘authentication failed”’

Upgrading Firmware

From version 3.17.1 onwards, you can ask the assistant to check current firmware
files and distribute firmware files to devices on your network from the AMF Master
device. This helps simplify firmware upgrade workflows while keeping you in control
of the process. The assistant helps reduce the effort involved in planning and
initiating upgrades, while confirmation steps allow you to verify the changes before
being applied.

Sample prompts include:
m  “Upgrade the firmware on <device>"

m  “Upgrade the firmware on <device> to <firmware_version>"

To upgrade firmware:

1. Upload firmware files to your AMF master device.
This feature requires the firmware files are on the AMF Master device for the area
you’re looking to upgrade devices in.

2. Click on the Al Network Assistant icon from the top right of the screen.

€ manager ~ e

3. Ask the assistant to upgrade firmware on the network from the AMF master
device.

C613-10637-00-REV B Release Note for Vista Manager EX v3.17.1 8



Upgrade the firmware on WLG_HR_4050-R30

Al Network Assistant
The available firmware files for the "AR40508" model in
"Area-3" are as follows

= AR40508-5.5.1-1.3.rel
* AR40505-5.5.4-0.3a.rel
= AR40508-5.5.5-0.4.rel
* AR40508-5.5.5-0.5.rel

Please let me know which firmware file you would like to
use for the upgrade.

Ask me anything

-~

I'm still learning. If | don't have an answer, I'll let you know. Your feedback
helps me improve. Responses may be inaccurate or false. Check
important info

4. Review the files identified by the assistant and confirm that they are correct
before proceeding.

5. If there are multiple files detected, select the file you would like to use.

6. Reply with the firmware file you’d like to upgrade to.

Al Network Assistant New Chat X

“Area-3" are as follows:

* AR40505-5.5.1-1.3.rel
« AR40508-5.5.4-0.3a.rel
+ AR4050S-5.5.5-0.4.rel
» AR40508-5.5.5-0.5.rel

Please let me know which firnware file you would like to
use for the upgrade.

5 &7
AR40505-5.5.5-0.5.rel
Al Network Assistant
Great choice! | will now proceed with upgrading the

firmware on the device "WLG_HR_4050-R30" to version
AR4D50S-5.5.5-0.5.rel. Please hold on for a moment.

m Cancel

iy oo
Jask me anything
N
I'm still learning. If | don't have an answer, I'll let you know. Your feedback

helps me improve. Responses may be inaccurate or false. Check
important info.
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7. Click Confirm to proceed with the upgrade.

Al Network Assistamt

Great choice! | will now proceed with upgrading the
firmware on the device "WLG_HR_4050-R30" to version
AR40505-5.5.5-0.5.rel. Please hold on for a moment

Action confirmed. Processing...

Ask me anything

I'm still learning. If | don't have an answer, I'll let you know. Your feedback
helps me improve. Responses may be inaccurate or false. Check
important info

8. The assistant confirms when the task has been completed.

Al Network Assistant New Chat X

ARA40508-5.5.5-0.5.rel

Al Network Assistant

Great choice! | will now proceed with upgrading the
firmware on the device "WLG_HR_4050-R30" to version
AR40508-5.5.5-0.5.rel. Please hold on for a moment.

Action confirmed. Processing...

Al Network Assistant

The firmware upgrade on the device "WLG_HR_4050-R30"
to version AR40505-5.5.5-0.5.rel was successful. The
pre-check confirmed the device was ready for the release,
and the distribution was completed. Please remember to
reboot the device for the upgrade to take full effect. I
you need further assistance, feel free to ask!

iy oo
Ask me anything
o~
I'm still learning. If | don't have an answer, I'll let you know. Your feedback
helps me improve. Responses may be inaccurate or false. Check

important info

9. Reboot the device outside of the Al Network Assistant from the CLI or Device
GUL.
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HCNET Account@Adapter integration support

From version 3.17.1 onwards, Vista Manager EX can integrate with HCNET servers to
manage RADIUS authentication for network devices.
To enable HCNET external RADIUS support:

1. Go to Optional Features and toggle to enable HCNET.

B Once enabled, the selectable Server Type 'HCNET will appear in the Server List on
the RADIUS page, and the Network Map page when you add it as an External
Server.

2. Go to the Network Services > RADIUS page and click + Add External Server.

3. Add a custom server entry for HCNET by clicking the HCNET tab and entering the
credentials from your HCNET Account@Adapter instance.

Note that you cannot enable or disable the external RADIUS server from the Network map.

+ Add External Server

4

Cancel  Register Server
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Using HCNET

B Asan Admin user, you can enter the HCNET IP address, APl key, and management port
number.

B You can view, add, edit, or delete RADIUS users from HCNET from the RADIUS feature
page.

B You can block or allow endpoints from the Endpoints table.

B If you delete the RADIUS server from Vista Manager, the external server will still
function, but it will no longer communicate with Vista Manager unless re-added.

B Vista Manager synchronizes with the HCNET server every 5 minutes.

B You can include HCNET as a member in a Vista Manager RADIUS Server group. Note
that Vista Manager's RADIUS NAS or Group functions are not supported by HCNET.

New events added for this integration are as follows:

Severity Title Message

NOTICE Optional Feature Enabled  Successfully Enabled HCNET

NOTICE Optional Feature Disabled  Successfully Disabled HCNET
INFORMATION  HCNET Server Deleted Successfully deleted the HCNET server: {ip}
INFORMATION  HCNET Server Added Successfully added the HCNET server: {ip}

Requirements

B Vista Manager is compatible with HCNET servers running Account@Adapter ver.
7.02.00 or later. This feature requires a NAS device and a RADIUS server.

B A shared secret must be configured on the NAS device. This secret is used to
authenticate communication between the NAS and the RADIUS server.

B The NAS should be provisioned and managed by the HCNET server to ensure
consistent RADIUS and MAC authentication behavior.

B When PAP or CHAP is enabled for MAC authentication, the HCNET server RADIUS
settings must be configured to ignore the MAC address delimiter.

B Thisis because Alliedware Plus NAS devices use the delimited MAC address format
(€.g. XX-XX-XX-XX-XX-XX) as both the username and the password during
authentication, while HCNET stores MAC-auth terminal accounts without
delimiters. Without ignoring the delimiter, the RADIUS server would not be able to
match incoming authentication requests to existing users.

B To ensure successful authentication with NAS devices that send the MAC address with
delimiters as the password, Vista Manager explicitly configures the optional password
of MAC-auth terminal accounts to the delimited MAC address using the optional API
parameters.
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OsecT plugin support for Vista Manager

From version 3.17.1 onwards, OsecT is supported with Vista Manager as a plugin.

OsecT is an Operational Technology (OT) intrusion detection system that monitors and
protects industrial control systems and OT networks, helping identify potential threats
while ensuring normal operations are not disrupted.

Vista Manager supports connecting to OsecT through an IPv4 address or a hostname. As
an admin user, you can enable OsecT from the Optional Features page.

OsecT Enabled @

Showr topology information from OsecT in Vista Manager.

IP Address *

APIKey *

API Key is required

Cancel Save

b

B Vista Manager 3.17.1 is compatible with OsecT version 4.2.0 or later.

B When OsecTis enabled, devices will start appearing in Vista Manager shortly after. Vista
Manager requests updates from OsecT every hour.

B OsecT-discovered devices do not report whether they are online or offline, so these
devices will always have a "Normal" status in Vista Manager.

B If OsecT is disabled, devices will be removed from Vista Manager.

B However, if you enable offline device recording, a record of these removed devices will
still remain in the Offline Devices tab of the Asset Management page

Ability to select all Sites and Groups

From version 3.17.1 onwards, you can select all permissions for sites and groups when
managing user accounts from the User Management page.

To add read/write or read-only permissions for a user, click the Select All checkbox above
the permission type from the specified user’s predefined settings from the User
Management page.

Service Monitoring | Read only

i it o) Read/Write  Read Only.
sites
Test
Groups

ARA050 Group

AR4050S-master

’

00DO0DO0DO0DO0O®WOoOOOoO OO0
/

areal Network

4

area3 Network
atradgate-plugin Network
Default Group Network
forescout-plugin Netvork
intune-plugin Network

nozomi-plugin Network

00000000004 OO0

radius-users-radgate Network
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This enables you to immediately assign permissions for all sites and groups on your
network, regardless of size.

RADIUS Login for Vista Manager

From version 3.17.1 onwards, as an admin user, Vista Manager supports external user
authentication through a RADIUS server. This allows users to log in without local Vista
Manager accounts.

To enable RADIUS login:

1. Go to User Management.

2. Click on the Settings button to open the User Management Settings.

l 2 Settings l
b

3. Toggle RADIUS Authentication to enable RADIUS login.

User Management Settings X

RADIUS Authentication

Enable RADIUS authentication to allow users fologinwith  Enabled @#Q
their RADIUS credentials.

Enable RADSEC (Recommended) Disabled (@)

1Pv4 Address or Hosmame *

Port *

1812

Shared Secret *

Default Group Permission

Read Only -

Requirements
B Atleast one local admin account in Vista Manager is required.

B You cannot remove the last local admin account.

RADIUS authentication is only available after initial configuration is complete.

After a RADIUS user logs in to Vista Manager for the first time, that user account
appears in User Management.

Email address behavior

B If a RADIUS user has no email address, they are redirected to User Management after
login and prompted to enter one.

® If an email notification rule includes a user with no email address, Vista Manager shows
a warning.
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Permission assignment

When enabling RADIUS users to login, you can also set a default permission level for users
that do not have Filter-ld values assigned to their account. Vista Manager reads the Filter-
Id value returned by the RADIUS server and applies permissions automatically.

Vista Manager recognizes the following filter-id values:
vista-admin
vista-readonly
vista-readwrite

vista-none
If no filter-id is provided, Vista Manager applies the configured default permission.
In Vista Manager, you can specify a default permission from the following:
B Read-only
B Read-write
® None
If you select none, an admin will need to manually set their permission through the User
Management page.
Important limitations

B If a RADIUS username matches an existing local Vista Manager username, the RADIUS

user cannot log in.

B RADIUS user permissions are evaluated at each login. Permission changes should be
made on the RADIUS server, not locally in Vista Manager.

B Password changes and resets for RADIUS users must be done on the RADIUS server.

m If Vista Manager cannot reach the RADIUS server, RADIUS users cannot log in until
connectivity is restored.

B RADIUS users who are already logged in are not affected until they log out.

RADSEC

Enabling RADSEC (RADIUS over TLS) is strongly recommended.

For RADSEC, you need to provide three certificates:

m  (Client certificate (.pem)
m  Client private key (.pem)

B CA certificate (.pem)
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Enable RADSEC (Recommended) Enabled @

Client Certificate * Accepted file extension: .pem

No file selected Select File

Client Key * Accepted file extension: pem

No file selected Select File

CA Certificate * Accepted file extension: .pem

No file selected Select File

Certificate Usage

B The Client Certificate identifies Vista Manager to the RADIUS server.

B The Client Private Key proves ownership of the client certificate.

B The CA Certificate validates the RADIUS server certificate during TLS setup.
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SNMP Trap Relay

From version 3.17.1 onwards, you can use the Trap Forwarding feature in SNMP Plugin
version 2.15.0. This means you can send SNMP traps from 3rd-party devices, and forward
them through to other hosts with the SNMP Plugin.

Navigate to SNMP Plug-in > System > Trap Forward to use this feature.

2 SNMP Plug-in

Dashboard

Network Tree

Device List

Event Log

System
SNMP Parameter
Event Filter
Action Command
MIB Compiler

Certificates

Trap Forw.%i

Settings

Version Information

Click Create to create a new entry in the trap forwarding table.

Trap Forwarder Settings Trap Fonwarder Setiings List

s..,wm_v\emr.e =SB E s [ ]
D - Destination Hos Port Number SNMP Parameter Name SNMP Version Description

1 192.168.1.1 o public 2 Edit Detail Delete
D Destination Host Port Number SNMP Parameter Name SNMP Version Description

Show 1o 10f 1 entries First  Previous | 1 | Next Last

m  The destination port is optional. If the port value is set to 0 or left unspecified, the trap
forwarder uses UDP port 162. It is 0 by default.

m  Parameter Name specifies the SNMP parameter name (public, private, or netman).

B Additionally, users can add or delete SNMP parameters on the SNMP Parameter
page.

m  The trap list is optional, and you can select from a list of specific traps. When the list is
empty, the trap forwarder forwards all traps.

m  The allow/deny checkbox relates to the SNMP Trap Receive List on the System
Settings page.

®  Allow mode forwards only the traps explicitly listed (whitelist behavior).

B Deny mode forwards all traps except those listed (blacklist behavior).
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Create Trap Forwarder Settings

Trap Forwarder Settings create Trap Forwarder Settings

Destination Host

Port Number 0

SNMP Parameter Name

SNMP Version vi
Allow/Deny
Trap
Delete

Add

Description

Create

The Destination Host field is required.

Select the item from the list
The SNMP Parameter Name field is required.

Select the item from the list

Click Edit to edit any existing trap forwarder entry you wish to update.

Show| 10 ~ |entries

[e][e][a][a]

Trap Forwarder Settings Trap Forwarder Settings List

Show 110 1 of 1 entries

ID  * Destination Host Port Number SNMP Parameter Name SNMP Version Description
1 192.168.1.1 0 public I Edit IDetan Delete
D Destination Host Port Number SNMP Parameter Name SNMP Version Description

First  Previous E Next  Last

Click Detail to see information about a specific trap forwarder entry.

Display Trap Forwarder Settings detail

Trap Forwarder Settings Trap Fowarder Settings Detail

Edit | Delete

D: 1
Destination Host:  192.168.1.1
Port Number : 0

SNMP Parameter Name :  public
SNMP Version: v2¢

Allow/Deny :

Trap:

faniFailure
fanoK
pingProbeFalled
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Ability to check speed of AMF guest links

From version 3.17.1 onwards, when selecting an AMF Guest Link on the Network map’s
Traffic map, you can see the link speed on the left side panel from the amf-guest-link tab.

When selecting an AMF Guest Link on the Network >Traffic map, the link thickness
indicates the speed. You can find the link capacity scale by clicking the info icon near the
bottom left of the Network map.

v e B

Device details update when details page is loaded

From version 3.17.1 onwards, node system details, including CPU, RAM, and flash storage
are updated from the device when its detail page is loaded.

Any changed information is refreshed from the device when the page is loaded, and if the
device cannot be reached a warning icon is shown.

To get the latest information, reload the device's detail page.

AWC enhancements

Select all settings for AP Permissions for Wifi Management

From version 3.17.1 onwards, you can quickly select all settings under the Wifi
Management > AP Permissions section of the System Settings page

Wifi Management

AP Permissions Read Only

Select All

Basic Users
Building One
Building Two

High Level Access

Apply configuration to Wireless APs Manually or
Automatically

From version 3.17.1 onwards, you have control over when AWC plugin settings get applied
after restoring a backup file.

By default, when a backup file is restored, the AWC plugin immediately applies settings to
the wireless APs managed by the plugin. Applying these settings disrupts wireless
communication on the APs for a few minutes.

Instead of this immediate Auto application, you can now schedule the application.
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To change from Auto to Manual prior to updating, go to AWC Plugin > System Setting
section. Scroll down to Options for Applying Configuration to Wireless AP > Apply
Configurations on Wireless AP Join.

When you restore a configuration file, you can also choose to not automatically apply the
settings to wireless APs after restoring.

By default, when you click Restore the pop-up will ask if you wish to set it to manual.

Apply Configurations on Wireless AP Join set to Auto

When you click Restore, the dialog will give you the option to switch to Manual.

B C(Click the checkbox to set the configuration application to manual if you wish to not
automatically apply these settings.

B Otherwise click OK without checking the checkbox and resume the restoration resume
the restoration, which will stop wireless communication.

Restore X

Do you want to restore the system?

Also, "Apply Configurations on Wireless AP Join" is "Auto".

After restoring the backup file, the configuration will be applied to
the wireless AP, causing associated clients to be disconnected.

Do you wish to continue?

(O set "Apply Configurations on Wireless AP Join" to "Manual"

( About "Apply Configurations on Wireless AP Join")

Apply Configurations on Wireless AP Join set to Manual

C613-10637-00-REV B

Release Note for Vista Manager EX v3.17.1 20



If you have already set the Apply Configurations on Wireless AP Join to Manual, then the
checkbox will let you enable the Auto Wireless communication feature as per default.

B This will disrupt AP communication, so if you do not want to re-enable this then ignore
the checkbox.

Restore

Do you want to restore the system?

Also, "Apply Configurations on Wireless AP Join" is "Manual"

After restoring the backup file, the configuration will not be
automatically applied to the wireless AP.

Do you wish to continue?

Please note that when applying the configuration, associated clients

will be disconnected.

([ set "Apply Configurations on Wireless AP Join" to "Auto"

( About "Apply Configurations on Wireless AP Join" )

After the restore, the AP’s management status will become ‘Monitoring’and the settings
will not be applied to the APs.

Please apply these settings manually, or schedule them using the AWC plugin’s Schedule
function from the Wireless Maintenance > Task Scheduling section of the AWC Plugin.

Emergency Mode Control added to AWC Management
Group/Feature Control Permissions

From version 3.17.1 onwards, you can enable Emergency Mode Control permissions for
Management Groups on a per-user basis. It is disabled by default.

To enable Emergency Mode Control for a user:
1. From the User Management page, select the user you wish to modify.

2. Scroll down to the AWC Permissions Setting and click the checkbox of Emergency
Mode Control.

User Management + Create New
2 Users SSH Permissions. Caution: Allowing SSH access for a user may result in user access to devices outside of Disabled @)
the control of the Vista Manager permissions for that user.
manager
S AWG Management Group/Feature Control Permissions
[ selectall
[ PieDev
0 riewss
[ pie-ro

[ ro-test
[[] Emergency Mode Control

Feature Permissions.

Active Fiber Monitoring Read Only N

Service Monitoring Read Only v

With the Emergency Mode Control permission enabled, you can turn Emergency Mode
On or Off for each Management Group from the Emergency Mode page.
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Emergency Mode

If you try to click Apply with no Management Group permissions assigned, an error screen
will appear. You need to have at least one authorized Management Group permission
assigned to use this feature.

To create a management group, go to Wireless Configuration > Management Group
from the AWC Plug-in menu, and click Create on the top right of the Management Group

page.

Error X

No authorized Management Group. At least one authorized

Management Group is required. Please contact your Administrator.

Ability to customize the Calling Station ID

From version 3.17.1 onwards, you have the ability to customize the Calling Station ID sent
by an AP during RADIUS authentication.

To enable this:
1. Go to the AWC Plug-in > AP Profile Page.
2. Create an AP Profile.

3. Select one of the following combinations and change the Calling-Station-Id Format
value:

B MLO Network Configuration > Security > WPA Enterprise
m VAP Configuration > Security > WPA Enterprise

® VAP Configuration > MAC Access Control > (MAC Address +) External RADIUS

MLO (Multi-Link Operation) Network Configuration

MLO Network List MLo 1

Mo 14 ¥ Enable MLO Status ® enable O Disable

Partner Radios

Partner VAP Partner Radios

Partner VAP

ssiD Default-mio1

O Enhanced Oper

O LowerCase  ® Upper Case
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VAP (Multiple SSID) Configuration

& Radio 1 VAP List S var1

VAP 1A  Enable VAP Status * ® Enable
VLAN ID* 1

ssiD* Default-1

Edit AP Mode and Monitoring Mode

From version 3.17.1 onwards, you can use Edit AP Mode to enable or disable AP
Monitoring mode from the floor map. This may be useful if you would like to collect client
location estimation results.

This feature enables RSSI information to be collected when you enable Monitoring Mode.

Monitoring Mode is only supported for TQ6702 GEN2-R Wireless AP Routers. Other TQR
Series devices will be supported in future updates.

When APs operate in Monitoring Mode, they do not transmit beacons and only detect
wireless clients.

AWC receives this RSSI information and uses it to estimate wireless client locations.
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To enable Monitoring Mode:

1.

Add APs to the floormap by going to Floor Map, clicking on a floormap.

AWC Plug-in

Wireless Monitoring

Floor Map

AP Status

Client Status
Channel Blanket
AWC History
IDS/IPS Report
Management Log
DCN Report

Remote Monitor

Wireless Configuration

Management Group

AP Profile
B Profile
SCProfile
DCN Profile
AP Settings
AWC Settings

MAC Address List

AVL Alied Telesis  vista Manager EX  docnet

All Management Groups ¥ All Floor Maps ¥

FloorMap  Device

4= Details

Search Floor Maps

[71 Status A Map Name

v

0 mansger

Management Group

2. Switch to the Add AP to Map mode.
%] _
[ | A —
75 amet
50 lity
25
- 1}
3.

Click and drag the APs on the side menu and arrange them on the floormap.

4, Switch the Floormap mode to Edit AP Mode.

Add AP to Map ¥

im

[m HE LT ‘onfiguration

Oo wing @ Mormal

hring ® MNarrmal

5.
6. Click the Spanner icon and click Apply Configuration.

7.

Enable Monitoring on an AP by clicking the radio button in the side menu.

Click Apply to confirm the APs this will apply to.
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AVE Allied Telesis  vista Manager X My Networks Q € manager ~
6
N EditAP Mode ¥

= Detail

s

= Search 4Ps
[ A Device Name | &P Maode Configuration
O TosasE O Monitoring @ Narmal &
O TosasF O Monitoring @ Hormal
O Tas403 H O Monitoring @ Normal

Q? O Tos4k O Monitoring ® Narmal
O Tosa0z_sm-151] O Monitoring @ Narmal

= O Taseoz_oz O Monitoring @ Normal
O Tassoz_03 ® Monitoring O Normal
O Tasi-o2e7 ® Monitoring O Normal
O Tasi-0263 @ Monitoring O Normal
O Tosi-0z69 ® Monitoring O Normal
O Tasi-0200 O Meritoring @ Narrmal
O Tosm-091 ® Monitoring O Nermal
O Tasm-0292 O Monitoring ® Hormal
Cring Mode  actor e +]
Oerid  Eap Name Details
[ wall +
Background Opacity: 34 % +——F———+ |
o @

Disconnect Low Signal Clients and set RSSI threshold

From version 3.17.1 onwards, you can enable the ability to disconnect low signal clients
from the AP Profile > VAP Configuration section of an AP Profile.

Disconnect Low Signal Clients is disabled by default.

Enabling Disconnect Low Signal Clients enables the RSSI Threshold where you can select
the range in which a client is detected as having a low signal.

B The default for RSSI Threshold is -75dBm.
B You can select a range between -90dBm to 0dBm.

B Note that you cannot enable Band Steering at the same time as you have Disconnect
Low Signal Clients enabled.

Disconnect Low-Signal

o ® Enable O Disable
Clients

RSSI Threshold -75 [dBm]

Wireless Monitoring Dashboard

From version 3.17.1 onwards, you can access the Wireless Monitoring Dashboard to see
summarized information of the Wireless APs and client devices in your network.

Click on the Dashboard menu item from the AWC Plug-in menu to access the Dashboard.
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Dashboard

The AWC Wireless Monitoring Dashboard has customizable widgets including:

B AP Status donut charts
B Floor Map status charts
B Associated Client History charts

B Recent AP alert log history

AVE Allied Telesis  vista Manager Ex

All Management Groups v Al Floor Maps v

AP Status: Latest 2

All Management Group...
APs

24

Floor Map s not selected

24APs 85 Clients
19Managed 5 Searching

Associated Clients (per SSID): Latest 202

AllManagement Group...

Associated Clients
B hogehoge

85 W Gkgz2-1

Associated Clients: History  2atours
300

2th | 7d | 30d 20260402 15:44

Associated Clients (per frequency): Latest

All Management Group...
Associated Clients

85

© manager -

20260403 1544 o

24GHz 48
5GHz Eld
6GHz 0

Associated Clients (per AP): Latest  2026-04-03 15:44:1.

AllManagement Group...
Associated Clients

85

B ohta-apsim2-0002
B ohta-apsim2-0001
B ohta-apsim2-0004
ohta-apsim2-0005
B ohta-apsim2-0003
B ohta-apsim2-0007
B ohta-apsim2-0006
® ohta-apsim2-0010
 ohta-apsim2-0012
ohta-apsim2-0011
Others 15

>>View Client Status Page

P

By clicking the cog icon in the top right, you will be redirected to the Dashboard Settings

section of the AWC Plugin’s System Settings page.

): Latest 04 15:18:42

You can manually choose to change charts displayed on the dashboard to monitor your
network organized per SSID, per frequency, or per AP.
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Dashboard Setting m

Widgets to display

Latest
AP Status: Latest
Associat

O High Traffic Clients Top 10: Latest
History

Associated Clients: History
Log

[ Recent Events History

Recent AP Log Alerts: History

Vista Manager automatically updates the charts based on the AWC Dashboard refresh
rates. You can change this from the User Management page.

Refresh Rates

AP Stats

Floor MAP (Wireless Status)

Floor MAP (Wireless Client)

Floor MAP (Smart Connect)

AWC Dashboard

B Note that the charts on the Client Status page have moved to the Dashboard page as
part of this change.

B Loading times of widgets will vary with your network environment’s hardware
specifications.
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AWC Usability Improvements for 3.17.1
From version 3.17.1 onwards, the following improvements have been added:

B You can check an AP’s firmware version from AP Settings > Firmware information
tab.

:
Fiterbytag: | Show & Clearfiter
[ A Device Name Status  ConfigStatus 1P Address MAC Add Floor Map Neme. Tag Edit Detail

B The tab structure has changed and Additional Information has been removed.

B Tab structure is now:
Basic Information > Profile Information > Firmware Information.

B Ability to edit a scheduled task’s name from the Task Scheduling page.

Edit Task Schedule X
Task Name* Trigger* Type*
Task Name 1 ® once O paily O weekly O Monthly -
i b -

Description imezone Key Length*

(UTC+09:00) Asia/Tokyo -

2
Use Character for Random Key Generation*
start Gaze Bazt Bo9* Bisemp-en_*
2025-10-2100:00

@ enable O Disable Management Group*

Target AP Profile/Radio/VAP *

Select target AP profile/Radio/VAPs

B Ability to switch the floor heatmap gradient colors from the System > Floor Map

Setting section.

Floor Map Setting

Power Level Heatmap Color Tone

O Type1 HEE E ® T2 ==

B On the Wireless AP Status Detail page, the bytes per second unit of the Statistics

graph has changed from "byte/s" to "bps".
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Basic  Wireless  Client  Relatedlogs  Statistics

Statistics Information

Difference Ethernet Rx WLAN Tx

Traflic [ bps |

20251213 0000 20251214 00:00 20251215 00:00 20251216 00:00 20251217 00:00 2025 12130000 202512190000

B Ability to click/tap and drag to select and copy logs on the Log page.

B Details column added to the Log Management page that redirects to the Wireless AP
Status Detail page.

B Option to display 100 items per page on pages with table lists by clicking on the 100
maximum on the bottom left of the screen.

Transmit Power Output Slider Adjustments

From version 3.17.1 onwards, by moving the slider from the center toward the right, you
can obtain calculation results that provide wider coverage.

Use the slider on the AWC System Settings > AWC Coverage Settings page to change
the Power Coverage value.

In versions earlier than 3.16.0 of the AWC Plugin, the coverage achieved when the slider
was set to the rightmost position is equivalent to the center position of the slider in the
current version.

Edit AWC Settings

Management Group Name

6GHz Group

AWC Calculation Settings

Tx Power

Coverage H -+ Large

Channel

Influence of unmanaged APs Low +—+—{}—+—+ High
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Updating passwords for AMF Plus devices

This section applies to customers using passwords across their AMF Plus and Vista
Manager network.

If you update your AMF device passwords, you must follow this procedure to ensure Vista
Manager can still access the AMF devices after the update.

In summary, this procedure has five steps:

1. Create a temporary account, e.g. ‘vista-temp’

2. Switch Vista Manager’s credentials to use the new account
3. Change the password on the 'main' account

4. Switch Vista Manager back to the 'main' account.

5. Delete the temporary account.

The rest of this section describes this procedure in detail.

Step 1: Create the temporary account
First you must create a new user on the AMF Master and Member nodes. To do this:

1.  Open a terminal session on the AMF Master node.

2. Enter the global configuration mode on the AMF Master:
configure terminal
3. Use the atmf working-set group all command to target all nodes in the group:
atmf working-set group all
4. Enter the configuration mode for the working set:
configure terminal
5. Create a new user named ‘vista-temp’ with a specified password:

username vista-temp password
your_password

6. Exit the configuration mode:
exit
7. Save the configuration
write

The above process creates the user ‘vista-temp’ on all nodes within the specified working
set group. Make sure to replace your_password with a secure password of your choice.

Step 2: Switch Vista Manager’s credentials to use the new account

1. Go to System Management > Network Configuration from the side menu in Vista
Manager.

2. Add the previously created ‘vista-temp’ username and password:
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Network Configuration

About Network

Network Display Name: Network

AMF Network Configuration

Network Name:

Network

Newwork IP:

10.37.141.240 Change Network IP

Change Username

vista-temp save

Tarrrik Change Password

Use certificates (recommended):

- [

3.

Click Save.

Step 3: Change the password on the 'main' account

1.

2.

Open a terminal session on the AMF Master node.

Enter the global configuration mode on the AMF Master:
awplus# configure terminal
Use the atmf working-set group all command to target all nodes in the group:
awplus (config)# atmf working-set group all
Enter the configuration mode for the working set:
AMF[alll# configure terminal
Update the password for ‘manager’:
AMF[all] (config)# username manager password new_password
Exit the configuration mode:
AMF[all] (config)# exit
Save the configuration

AMF[alll# write
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Step 4: Change Vista Manager back to the 'main' account.

1. Add the manager user details back to Vista Manager:

Network Configuration

About Network

Network Display Name: Network
Edit
AMF Network Configuration

Network Name:

Network

Network IP:

10.37.141.240 Change Network IP

Usemame

manager Change Username

vk Change Password

Use certificates (recommended):

o [

2. Click Save.

Step 5: Delete the temporary account.

1. Open a terminal session on the AMF Master node.

2. Enter the global configuration mode on the AMF Master:

awplus# configure terminal

3. Use the atmf working-set group all command to target all nodes in the group:

awplus (config)# atmf working-set group all
4. Enter the configuration mode for the working set:
AMF[alll]l# configure terminal
5. Delete the ‘vista-temp’ user
AMF[all] (config)# no username vista-temp
6. Exit the configuration mode:
AMF[all] (config)# exit
7. Save the configuration

AMF[alll# write
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Important Considerations Before Upgrading

This section describes changes that may affect Vista Manager EX or your network’s
behavior if you upgrade. Please read it carefully before upgrading.

Disable http check-api-content-type-header
before using Vista Manager

The http check-api-content-type-header command cannot be used on devices together
with Vista Manager as this command will cause the device to drop some Vista Manager
requests. It is disabled by default.

If you have enabled it, disable it using the no http check-api-content-type-header
command. See your device's command reference for more information.

Manual polling recommended if upgrading

Applies to all Vista Manager EX installations
We recommend that you poll the network manually after upgrading Vista Manager EX.

This makes sure that Vista Manager EX acquires functionality that has been added in the
new release, including functionality that depends on information from devices.
Otherwise, features may fail to detect devices and will not work as intended.

To poll manually, use the Refresh Topology button on the Network Map:

»

Traffic map data not restored

When you upgrade Vista Manager EX, traffic map data from earlier versions will not be
imported.

Upgrading versions earlier than 3.9.0

If you create a backup on a version earlier than 3.9.0, and you want to upgrade to a new
version, you must first install your backup on version 3.9.0 and export the backup again.
Then you can upload the new backup to a later version of Vista Manager (such as v3.17.1).

If you upgrade directly to 3.17.1 instead (for example, from 3.7.0 to 3.17.1 without
upgrading to 3.9.0 first), you may encounter data corruption or incompatibility issues.

Alternatively, you can choose to perform a fresh install of the newer version and configure
it from new.
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Internet Explorer 11 compatibility

When using the Vista Manager EX integrated map with Internet Explorer 11, you may find
performance to be slower, particularly with large maps. Therefore, we recommend using a
different browser, especially if you have a large network.

Virtualization support

The Vista Manager EX virtual appliance is not supported on VMware vSphere Hypervisor
(ESXi) 5.5. Please upgrade to VMware vSphere Hypervisor (ESXi) 6.0, 6.5, 6.7, 7, or 8 if you
wish to use this version of Vista Manager EX.

Vista Manager plugins

Do not delete a plugin from Vista Manager during a version upgrade. No de-registering or
re-registering of plugins is required during this stage.

Disabling Internet Breakout disables all PBR rules

Internet Breakout uses policy-based routing (PBR) rules. When you use Vista Manager EX
to disable Internet Breakout, it disables all PBR rules, including:

m  rules created by SDWAN, and
m  rules created by Internet Breakout, and

= rules created manually through the CLI.

Obtaining User Documentation

Vista Manager
documentation

AMF Plus
documentation

Installation Guides, User Guides and Release Notes for Vista Manager EX are available on
our website, alliedtelesis.com.

For full AlliedWare Plus documentation, see our online documentation library. For AMF
Plus, the library includes the following documents:

m  the AMF Plus Feature Overview and Configuration Guide

m  the AMF Plus Datasheet

m  the AMF Plus Cloud Installation Guide.
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Upgrading Vista Manager as a VST-VRT
installation

This section describes how to upgrade the VST-VRT software and applications. It describes
how to:

m  “Back up application data” below
m  “Upgrade the VST-VRT operating system and GUI on Hyper-V Server” below

m  “Upgrade the VST-VRT operating system and GUI on VMware VSphere ESXi” on
page 41

m  “Upgrade Vista Manager, AMF Cloud, AMF Security, and RADgate applications”on
page 43

m  “Upgrade Wireless Controller (AWC) and SNMP (Full) plugin applications” on page 46

For information about migrating existing network data from the Windows installation to a
new VST-VRT installation, see the Windows to VST-VRT Vista Manager Migration User
Guide.

Back up application data

We recommend backing up application data for all applications regularly. You should also
back up all the application data before following this upgrade procedure. See the relevant
application’s user manual for information on how to backup an application.

If you are using the Wireless Controller (AWC) or the SNMP (full) plugin applications, you
must back up these applications before proceeding. This is because the process destroys
and recreates the application instance. See “Upgrade Wireless Controller (AWC) and SNMP
(Full) plugin applications” on page 46 for information on backing up these applications
before you continue with the following section.

Backup system data for Vista Manager EX

1. Loginto the Vista Manager EX app using an Admin account. You can open it either by
clicking Open next to it on the VST-VRT Dashboard or by pointing your browser to its
IP address.

2. Inthe Vista Manager EX GUI, navigate to the System Management menu item and
then to the Database Management tab.

3. Click on the Backup button in the Backup pane.
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System Management

About
Database Management

@
15
'y

Configuration

Backup

Network Configuration

Backing up will save a copy of the Vista Manager EX database of user, system, and network
Resource Management information.

Database Management e
Licenses

Plugins

:!:09@?

4. Click Backup again to confirm you wish to make a backup.
This automatically downloads a tar file backup to your default download location.
Keep this tar file in a safe location.

Note: Restoring Vista Manager backups from a newer version into an older version is not
supported. It is not possible, for example, to restore a backup made in Vista
Manager 3.17.1 into a Vista Manager 3.13.0 installation.

Back up system data for the Wireless Controller (AWC)
plug-in application
Before upgrading the Wireless Controller application, you must back up its system data.

This is because you have to destroy the application instance to upgrade it.

Note: Make sure that directories and filenames used for backup and restoration do not
contain any multibyte characters.

1. Log into the Vista Manager EX app using an Admin account.

2. From the AWC plugin menu, select System Setting. In the System Information page,
scroll down to the System Maintenance section, and in that to the Backup section.

System Maintenance

Clear Cache

Tech Support

Click to download tech support file,

Tech Support

Backup
Click to download backup file.

Include in Backup File
] ‘Wireless Client History [ | Logs on Management Log Page
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3. Optionally, check the Wireless Client History and Logs on Management Log Page
boxes to back up these in addition to other data backup.

4, To start downloading the backup, click the Backup button.

5. From your web browser's dialog box, save the backup file to a safe location.

The backup filename will be in the format:
"config_atawc-X.X.X_-YYYYMMDDhhmmss.zip".

Back up system data for the SNMP plugin application
Before upgrading the SNMP Full application, you must back up its system data. This is
because you have to destroy the application instance to upgrade it.

Note: Make sure that directories and filenames used for backup and restoration do not
contain any multibyte characters.

1. Login to Vista Manager EX using an Admin account.

2. Click the SNMP plugin icon in the left menu of the Vista Manager application, then
click the Version Information in the menu.

3. Inthe System Settings panel, scroll down to the System Maintenance panel, and in
that to the Backup section. Click the Backup button. This creates a backup of
application data.

System Maintenance

Tech Support

Click to download tech support file.

Tech Support

Backup

Click to download backup file.

==

4, Save the backup file to a safe location.
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Upgrade the VST-VRT operating system and GUI
on Hyper-V Server

There are two different upgrade methods, depending on how you installed VST-VRT.
Follow the appropriate instructions below.

When installing using the .iso image method

If the product was installed using the .iso image method, the .iso image file is used when
updating the VST-VRT operating system. To upgrade the VST-VRT operating system, follow
these steps.

1. Get the latest version of the VST-VRT software from the Allied Telesis Support Portal.
This will have a filename like VST_VRT-x.x.x.iso, where x.x.x is the version. Download it
to a directory that is visible to your VST-VRT virtual machine.

2. If you want to retain the current unsaved configuration of VST-VRT, login to the
VST-VRT GUI and click the Save button on the top right of the page. This stores the
current state of the applications. The upgrade process will reboot the VST-VRT.

3. If the virtual machine is running, stop the machine. To stop the machine, right-click
the virtual machine in the Virtual Machines pane of Hyper-V Manager, and select Shut
Down from the context menu.

4. Right-click the virtual machine in the Virtual Machines pane of Hyper-V Manager, and
select Settings from the context menu.
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5.

Select Hardware > IDE Controller 1 > DVD Drive on the left pane, then specify the new
.iso image file in the Image file field. Click OK.

Ej Settings for VST-VRT on DOMALDG-D10 - *
VST-VRT v ]
% Hardware ~ OVD Drive

!" Add Hardware

Select the controller and location on the controller to attach the CD/DVD drive.

Controller: Location:

IDE Controller 1 ~ | |0 (in use) w
e disabled
o Medi
W Memory - Ia_ ; ) ) )
32000 MB Specify the media to use with your virtual CD/DVD drive.
n Processor ) Mone
2 Virtual processors @ Image fle:

= [ IDE Contraller 0
- Hard Drive

|c: \Temp\WST-VRTWST-VRT-3. 11. Liso |

Browse...

VST-VRT-3.10.3.vhd
= [ IDE Contraller 1
DVD Drive
VST-VRT-3.11.1.is0
&l scs1 Contraller
4 Metwork Adapter
vswA4nterna To remove the virtual CD/DVD drive from this virtual machine, dick Remove.,

R ocom1 Remove

i comz2
[ Diskette Drive

# Management

|- Integration Services

Some services offered

t Checkpoints

Standard

a—f‘ Smart Paging File Location
C\BroaramData MicrozafH Wi
C:'\ProgramDataMicrosoftiWin...

oK Cancel Apply

Right-click the virtual machine in the Virtual Machines pane of Hyper-V Manager, and
select Start from the context menu.

The product will start with the new version. This completes updating the firmware of
this product using the ISO image method.

When installing using the .vhd image method

If the product was installed using the .vhd image method, the .vhd image file is used when
updating the firmware. To upgrade the VST-VRT operating system, follow these steps.

1.

Get the latest version of the VST-VRT software from the Allied Telesis Support Portal.
This will have a filename like VST_VRT-x.x.x.vhd, where x.x.x is the version. Download
it to a directory that is visible to your VST-VRT virtual machine.

If you want to retain the current unsaved configuration of VST-VRT, login to the
VST-VRT GUI and click the Save button on the top right of the page. This stores the
current state of the applications. The upgrade process will reboot the VST-VRT.

If the virtual machine is running, stop the machine. To stop the machine, right-click
the virtual machine in the Virtual Machines pane of Hyper-V Manager, and select Shut
Down from the context menu.

Right-click the virtual machine in the Virtual Machines pane of Hyper-V Manager, and
select Settings from the context menu.
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5.

Select Hardware > IDE Controller 0 > Hard Drive on the left pane, then specify the new
.vhd file in the Virtual hard disk field. Click OK.

{4 Settings for VST-VRT on DONALDG-D10

VST-VRT v ]
% Hardware ~ . Hard Drive
!" Add Hardware
I BI0s ‘You can change how this virtual hard disk is attached to the virtual machine. If an
operating system is installed on this disk, changing the attachment might prevent the
virtual machine from starting.
Controller: Location:
¥ Memory IDE Controller 0 ~ | |0 (in use) w
32 i Media
I:I Processor ‘You can compact, convert, expand, merge, reconnect or shrink a virtual hard disk
2 Virtual processors by editing the associated file. Spedify the full path to the file.
= |8 10E Controller 0 (®) virtual hard disk:
= Hard Drive
AL |c: \Temp\WST-VRT\ST-VRT-3. 11, L.vhd |
= [ IDE Contraller 1 — = Inspect
- Hard Drive
<file>
&l scs1 Contraller
4 Metwork Adapter
VEWANTES; o If the physical hard disk you want to use is not listed, make sure that the
E COM 1 disk is offline. Use Disk Management on the physical computer to manage
None physical hard disks.
& com2 . o L .
- To remove the virtual hard disk, dick Remove. This disconnects the disk but does not
o delete the assodated file.
[ Diskette Drive
MNone Remove
# Management
gj_"| Name
VST-YRT
r_"| Integration Services
Some services offered
(¥ Checkpoints
5t rd
v
oK Cancel Apply

Right-click the virtual machine in the Virtual Machines pane of Hyper-V Manager, and
select Start from the context menu.

The product will start with the new version. This completes updating the firmware of
this product using the .vhd image method.
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Upgrade the VST-VRT operating system and GUI
on VMware VSphere ESXi

To upgrade or downgrade the VST-VRT operating system of the virtual machine, use the
following steps:

1. Enterthe IP address of the VMware ESXi server in the web browser, and enter the user
name and password on the login screen to log in.

2. Select Storage from the menu on the left side of the management screen.

“% Navigator

~ [ Host
Manage
Monitor

(=1 Virtual Machines

€ Networking [ 4

3. Select the datastore you want to upload the VST-VRT .iso image file to from the
displayed datastores.

| Datastores | Adapters Devices Persistent Memory

3 Mew datastore | ¥ RegisteraVM (g Datastore browser | | (‘q search )
Name ~ Drive Type -~ Capacity ~  Provisioned ~ Free ~  Type ~ Thin provis...~ Access w
H data 55D 931.25 GB 168.29 GB 762.96 GB VMFSE Supported Single

1 items
&

4. Select Datastore Browser.

(57 RegisteraVM (g Datastore browser | E Increase capacity | (@ Refresh | £F Actions

MNavigate to the datastore file browser. |

— data

Type: VMFS6
L Location: fvmfsivolumes/&3bb1dcd-3ad647b2-dae7-107b445Meee
4 uuit: 63bb1dcd-3ad647b2-dae7-107b445f0eee

i Hosts: 1
1 Virtual Machines: 2

5. Click the Upload button.

Upload a file to the selected datastore

T TEeT

6. Select the .iso image file of VST-VRT to be uploaded on the local side, and save the .iso
image in the datastore.

7. If the virtual machine is running, stop the virtual machine.
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8. From the VM menu, click on your virtual machine.

9. Click on Edit from the top menu.

) Restart : C Refresh | £} Actions
L3

10. Click the arrow to the left of CD/DVD Drive 1 to expand it. Click Browse to select the
new .iso file, then click Select.

~ 5 CD/DVD Drive 1 Datastore 150 file ~ | [ Connect b4

Status Connect at power on

DV edi - . \
SLOVELIETE [datastorel] 150 LIBARY /vaa-5.5.3-1.1.s0

11. Click Save when you return to the settings screen.
12. Start the virtual machine.

13. The virtual machine will start from the updated .iso.
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Dashboard

Security

Network Infrastructure
Network Services
User Management
System

Vista Manager

AMF Cloud

AMF Security

Wireless Controller

SNMP Plug-in

AT-RADgate

AWC-SDF

Upgrade Vista Manager, AMF Cloud, AMF Security,
and RADgate applications

Upgrade these applications as a bundle. This ensures they are compatible with each other
and with the operating system version.

Before upgrading these applications:

m  Werecommend backing up application data for all applications regularly, and before
upgrading the applications.

m  “Upgrade the VST-VRT operating system and GUI on Hyper-V Server” on page 38.
Use the procedure in this section to upgrade these applications:

m  Vista Manager

= AMF Cloud

m  AMF Security

m  AT-RADgate

1. Inthe VST-VRT Dashboard page, click the Upgrade Instances button.

Dashboard

System Information

cPU 4.80% I
Memory 35.3% [N
Environment + Status: Good
System Time (® 11/27/2025, 4:53:16 PM
Deployed Applications Upgrade Instances
7

Name Image CPU Load (%) Memory (MB) Storage (MB) State
AMF-Sec-app g sesc 81920ME Stopped

e | _ i}
ALAMED & AMF 0.11/100 139 /23478 820 32768 Running [ open
ATAWCaD & ave 6.76/100 89123478 4055 /156221 Running [ Open
AERULLSHME app & fullsnmp 133/100 896 /23478 2337 /102400 HunIing

d i A
GERADgaICare & radgate 0.05/100 390 /23478 847 /32789 Running & open
AT-SDF-app sdf Offline

3 b i i A
ATvista-app & vista 4517100 6985/ 23478 5922 /102400 Running 4 Open

2. Make sure the correct version of the bundle file is displayed in the Upgrade to field at
the top left of the upgrade instances panel. If not, use the drop down list to select the
correct version.

Applications that can be upgraded are shown as selected. We recommend upgrading
them all.
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Upgrade Instances

Upgrade To:

VST

Instance
AT-AMF-app
AT-AWC-app
ATFULLSNMP-app
AT-RADgate-app
AMF-Sec-app

AT-Vista-app

State

Running

Running

Running

Running

Running

Running

Image Current Version  Target Version
AMF .

awc -
fullsnmp

radgate

sesc

vista

Status

This instance can be upgraded

This instance is running an image that cannot be upgraded to the one in this bundle

This instance is running an image that cannot be upgraded to the one in this bundle

This instance can be upgraded
This instance is up to date

This instance can be upgraded

Action

Upgrade Selected

3. Clickthe Upgrade Selected button and wait until the upgrade is complete. The Status

column shows progress. The applications first stop, then change to the new version,

then start.

4. Itisimportant to save the state of the VST-VRT operating system after the upgrade.
The Save button in the top right corner of the screen is orange when there are

unsaved changes. Click on the button to save the changes.

Up time: & days 03:49

B Ssave

I
—

Admin

If you do not save the changes and VST-VRT is rebooted, the upgraded applications will
revert to the old app images and fail to start. You will see 'configured image "<image-
name>" doesn't exist' messages if this happens.

5. IntheVST-VRT GUI Dashboard page, open Vista Manager by clicking the Open
button next to AT-Vista-app.

C613-10637-00-REV B

Release Note for Vista Manager EX v3.17.1

a4



Dashboard

System Information

CPU 0.00%
Memory 33.7%
Environment « Status: Good
System Time @ 12/10/2025, 6:04:53 PM
Deployed Applications Upgrade Instances

Name Image CPU Load (%) Memory (MB) Storage (MB) State
AMF-Sec-app @ sesc 81920MB Stopped

- | | _ ;
AFAME-app & AMF 0117100 139 /23478 820 / 32768 Running & open
AT-AWC-app @ awc 0.10/100 1076 / 23478 3990 / 156574 Running (4 Open
ALEULESNME 20D, @ fullsnmp 0.19/100 932 / 23478 2371 /102151 Running

o i P
ATRADgate-app @ radgate 0.05/100 433/ 23478 848 / 32789 Running & Open
AT-SDF-app sdf Offline

e : | [ | I : o
Al Vista 200 g vista 2.91/100 6941 /23478 4000 /104048 Running v 0‘:5‘,,"

e

6. Vista Manager EX may prompt you to migrate the database. Select Download
Database Backup to make a backup.

3

= Allied Telesis Vista Manager™ EX

Vista Manager EX requires database migration

Your Vista Manager EX data will be migrated automatically.
Please download a backup of your current data before proceeding.

Download Database Backup Continue Migration

7. Confirm you have successfully downloaded a backup file, then select Continue
Migration. If you get a browser error about the page becoming unreachable, then
refresh your browser.
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AV Allied Telesis Vista Manager™ EX

Please confirm you have downloaded a backup

A Data may be lost during the migration process.
If you have not yet downloaded a database backup, please do so in
the previous page.

< Back Continue Migration

)

Allied Telesis Vista Manager™ EX

Migration in progress

n Database migration in progress. Please wait for Vista Manager to restart.

8. Once the migration has completed, your connection may be lost. If this happens,
close your browser and reopen the application from the VST-VRT dashboard.

Upgrade Wireless Controller (AWC) and SNMP
(Full) plugin applications

Use this manual procedure to upgrade the following applications by destroying the old
instances and creating new instances.

m  Wireless Controller (AWC)

= SNMP (Full)

Before upgrading these applications, complete the following steps:

m  “Back up application data” on page 35.

m  "Upgrade the VST-VRT operating system and GUI on Hyper-V Server” on page 38..
For AWC and SNMP (full) applications, you cannot:

m  upgrade these as part of a set

m use the upgrade procedure from versions earlier than VST-VRT 3.4.1 to perform the
upgrade.

m  use the Upgrade button in the VST-VRT GUI to upgrade.
Instead, use these procedures:

m  “Destroy and recreate the application instances” on page 47.
m  “Re-register plugins in Vista Manager” on page 50.

m  “Restore application data from back-up”on page 52..
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Destroy and recreate the application instances

In the VST-VRT GUI, follow these steps.

1. Navigate to the application page for the application.

Dashboard Wireless Controller
Security
© Allied Telesis Autonomous Wave Control (AWC) is an advanced network technology that utilizes Artificial Intelligence to deliver

Network Infrastructure significant improvements in wireless network connectivity and performance while reducing deployment and operating costs.

By automatically analyzing coverage gaps and Access Point interference, AWC delivers a high-quality wireless experience that
Network Services responds to network configuration changes and bandwidth demands from user devices.

For more information contact your local Allied Telesis sales representative. Find your local Allied Telesis office at
User Management www.alliedtelesis com/contact

System Image server poll interval

Vista Manager Disabled -

AMF Cloud
Deployed Application Generate Tech Support

AMF Security

CPU Load (%) Memeory (MB) Storage (MB) State
Wireless Controller

. I I 7
SNMP Plug-in (DL\ 0.15/100  892/23478 4056/158221 unMing & open m

AT-RADgate

AWC-SDF

2. Hover over the Instance Information icon (i) and record information about the
application from the Instance Information panel. Record all the network settings
(Network Type, etc). You will need this information in a later step.

Instance Information:AT-AWC-app

Name AT-AWC-app
Compute ID A10 . 4
Image awc 3.

MNetwaork Type: Virtual

VLAN ID: 1

MAC: 02:4 =
Network: Eth0 IPv4 Address: 10.)

Gateway: 102 .2

DHCP: false

3. Inthe application page, stop the application by clicking the Stop button.

4. Destroy the application by clicking the Destroy button.
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Wireless Controller

O Allied Telesis Autonomous Wave Control (AWC) is an advanced network technology that utilizes Artificial Intelligence to deliver
significant improvements in wireless network connectivity and performance while reducing deployment and operating costs. By
automatically analyzing coverage gaps and Access Point interference, AWC delivers a high-quality wireless experience that responds to
network configuration changes and bandwidth demands from user devices.

For more information contact your local Allied Telesis sales representative. Find your local Allied Telesis office at
www.alliedtelesis.com/contact

Image server poll interval

Disabled -

Deployed Application

CPULoad (%) Memory (MB)  Storage (MB)  State

(6] 158221MB Stopped B Destroy £ Configure
4

5. Create a new instance. First, in the application page, click the Configure button.

6. Add an interface to connect the application to your network. Expand the Network

section. Either select DHCP or add a static IP address and gateway address, and add a
DNS server if needed.

7. Inthe Application Configuration dialog box, fill in the storage and recorded network
data. The recommended storage values are:

AWC: 204 800 MB
SNMP Full: 102 400 MB
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Application Configuration

Compute ID

AT NG

Image Version

3.18

awc-3.1

Storage Size (MB)

204800

Advanced Settings

Network

1 MNetwork / 0 DNS Servers

Imterface Type

Virtual

Use DHCP

External Network VLAN ID

1

MAC Address (Optional)

+ Add Network

+ Add DNS Server

Cancel Apply

few minutes for this to start and for the Open button to appear.

It is important to save the state of the VST-VRT operating system after the upgrade.
The Save button in the top right corner of the screen is orange when there are
unsaved changes. Click on the button to save the changes.

8. Click the Apply button. This creates a new version of the application instance. Wait a
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& Admin B Save

I/
—

Up time: 8 days 03:49

10. From the VST-VRT menu, navigate to the Vista Manager page and click the Open
button. If necessary, wait for Vista Manager EX to perform its initial set up.

11. Log in to Vista Manager EX.

Re-register plugins in Vista Manager
If you are using these plugins in Vista Manager EX, you will need to re-register them:

m  Wireless Controller (AWC)
m  SNMP (Full)

Follow these steps for each of the plugins.

1. On the Vista Manager EX page, navigate to System Management > Plugins.

AV Allied Telesis  vista Manager EX = My Networks Q © manager ~
System Management
About

Plugins
Configuration
Vista Manager's Certificate Fingerprints Regenerate Certificate
Network Configuration
SHA1
Resource Management 9BBE "
Database Management SHAZ256
2ECEA- & ] = - = =
Licenses
Plugins
Plugins + Add Plugin

2. C(Click +Add Plugin.

C613-10637-00-REV B Release Note for Vista Manager EX v3.17.1 50



Register Plugin X

© f you are installing Vista Manager EX and its plugin on the same host,
specify "localhost™ in the plugin server URL.

For Appliance box or virtual appliance installations, replace "localhost™
with the IP address of the plugin application in the plugin server URL.

Please see Vista Manager EX User Guide for detailed documentation.

Server URL

https:// ] :6443/NetManager Register Plugin

Format: hitps://ip-address:port/plugin

3. Enter the server URL. This includes the IP address of the plugin application.

m  For the SNMP (Full) plugin, this is
<ip-address>:6443 /NetManager

m  For the Wireless Controller (AWC) plugin, this is
<ip-address>:5443/wireless_plugin

Click Register Plugin.
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Register Plugin b4

© If you are installing Vista Manager EX and its plugin on the same host,
specify "localhost” in the plugin server URL.

For Appliance box or virtual appliance installations, replace "localhost”
with the IP address of the plugin application in the plugin server URL.

Please see Vista Manager EX User Guide for detailed documentation.

Server URL
https:// «:6443/NetManager Register Plugin

Format: hitps://ip-address:port/plugin

© confirm fingerprints match

Please verify these certificate fingerprints match the ones the plugin is
reporting. See Vista Manager EX Installation Guide for more information.

SHA1
- L] L] rl]
SHA256
| 0 | - o 5 L AR mmiw lE
- am - rl]

Confirm Fingerprints

4. Checkthat the certificate fingerprints match the ones reported in the plugin. Click
Confirm Fingerprints. A 'plugin updated' pop-up message confirms that the plugin

Next, restore system data for the plugin application from the back-up file, as required.

has been updated.

Restore application data from back-up

For the Wireless Controller and SNMP (Full) applications, use the following procedures to

restore the system data from backup files:

m  “Restore system data for the Wireless Controller plugin” below

m  “Restore system data for the SNMP plugin”on page 54.

Note that:

m  Restoring a backup file made on another platform is not supported.
|

For the applications upgraded as a set in this procedure “Upgrade Vista Manager, AMF
Cloud, AMF Security, and RADgate applications” on page 43, the data is restored

automatically.
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Restore system data for the Wireless Controller plugin
Note that restoring a backup file made on another platform is not supported.

To restore data from the back-up file for the Wireless Controller (AWC) plugin application,
follow these steps:

1. Login to Vista Manager EX using an Admin account.

2. IntheVista Manager EX menu, navigate to AWC plugin > System Setting.

2 AWCPlug-in

Wireless Monitoring

Wireless Configuration

Wireless Maintenance
Firmware Registration
Task Scheduling

Emergency Mode

Device Search

Vista Appliance Storage

Systern Setting #

3. Onthe System Information page, scroll down to the System Maintenance section.

4. Scroll down to the Restore section.

Database Setting

= Maximum Memory Usage

History Data Retention Period Setting

+ Wireless Client

» Maximum Number of Wireless Client Records
= Location Estimation

= |DS Report

» Log

» Maximum Number of Logs

Network Map Setting

» Wireless Device Topology Data Update-Interval

Click to select a backup file and restore the system.

Restore Restore System Setting

Hover over Restore System Setting to see the system settings that will be restored.
Check the box and click the Restore button.
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5. Inthe Restore dialog box, click Select File and select the backup file.

Restore

Select backup file*

Select File

6. Click OK. Confirm.

7. Afterit has finished restoring, a dialog box shows that restoration is complete. Click
OK.

Restore system data for the SNMP plugin

To restore data from the backup of application data for the SNMP plugin application,
follow these steps.

1. Login to Vista Manager EX using an Admin account.

2. Inthe left menu of Vista Manager EX, click the SNMP plugin icon, then click Version
Information.

3. Inthe System Setting panel, scroll down to the System Maintenance panel and in
that, to the Restore panel.
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b

-
M@ Heaith Monitoring AnF+
Events
‘Asset Management
Network Services
Intent Networks
WAN
AWC Plug-in
SNMP Plug-in

Dashboard

Network Tree

Device List

System
SNMF Parameter
Event Filter
Action Command
MIB Compiler
Certificates
Settings

Version Information

Bookmarks

(% User Guide: Vista Manager EX

[ Vista Manager Tech Docs

[Z Vista Manager Release Notes

N EL S Telesis  vista Manager EX Q € manager ~
System Settlng System Settings Panel

Version Information

System Maintenance

Tech Support

Click to download tech support file.

Backup

Click to download backup file.

=]

Restore

Click to select a backup file and restore the system.

Restore MIB

4, Selectthefile to restore from and click the Restore button. This restores the data from
the back-up for the SNMP plugin application.

Remove obsolete files from memory

You can make more space available by removing obsolete files. Keep the current versions
of all the files.

1. From the VST-VRT dashboard, navigate to the System > File Management page.

2. Click the Delete button to the right of the obsolete files you want to remove.
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Migrating from Windows to VST-VRT

See the Windows to VST-VRT Vista Manager Migration User Guide.

Upgrading Vista Manager on VST-APL

See the Vista Manager Network Appliance (VST-APL) Release Note.

Troubleshooting

See the Troubleshooting chapter in the Vista Manager EX User Guide.
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